KNOM Tutorial 2022 “ — 7/ s AN
Private 5G &
5GESHY U X|5E A .- /Al Operation -

| S )

= 7|4 (ksok71@gmail.com)
2022.12.02




=xf
I 5G S22t
- 5G Infra 7HR
-5GESY e & #=x
- 5GESIE 2hel s
- 5GE 2 Use case

- 2t Open Source &M

I  5GE2tU X5 A
- Public 5G vs 5GE=t 2| Operation 2t 2| X}0|
- 5GE2HY THA|AH 2FARS
- 5GERIY HXe Al 7| A HE At &0

- NWDAF 3 Al/ML 27

Il 5GS2lY Challenges



1.1

5G 7/l - 2FAIE Y 7|=

» 5G: NR(New Radio)t LTES Z oI, MH[A FH2 eMBB, URLLC, mMTCE E2|E| 1
& H (broadband), X X| A (low latency), ZHZ AMH|AZ X|& = 5M|C] 0|5 S
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[Mbps/m’] - 7‘10 -’éﬁ}¢§§ A
V=S New RAT, AOIE 0|SAM H2| 7|18
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Flat architecture, NFV/SDN 7|&
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1 5G 702 - Infra +=
« 5G SA Architecture - 5GC (5G CORE)2} NG-RANL2 &2 /&

e AF  Application Function

e AMF Access &Mobility Management Function
e AUSF Authentication Server Function

e DN Data Network

e NEF Network Exposure Function

e NRF Network Repository Function

o NSSF Network Slice Selection Function
e PCF Policy Control Function

e (R)AN (Radio) Access Network

e SMF Session Management Function
e UDM User Data Management

e UPF  User Plane Function

e UE  User Equipment

e RU Radio H/W Unit
e DU Distributed Unit
e CU Central Unit

Fronthaul Midhaul Backhaul



1.1

5G 7§ - Network Slice 7}'d

Network Slice : 22| (Cloud) InfraZ|82 2
- eMBB(Z1£(, URLLC(Z=XMKX[H/DAZ]), mMTC(=HZA
* eMBB (Enhanced Mobile Broadband) : &Y 0| &4 MHAZR, =

* URLLC (Ultra-Reliable Low Latency Communication) : Radio X|&#H 1ms |, I
* MTC (Massive Machine Type Communication) : Lit 2 AF2 &AL 2 1km2E

11
LS 7:! 81_
9

° 2|/ MK
71 Ol&2l loT X[, o

=

=4 A&

=
A
B

0
BHX

2| 7H2| =2|X 2l Network= THEE 7|=

) EMLC| NetworkE £20|5tH| |3 (SST/SDE AlHH)

32 AR/VR S %|CH 20Gb/s K|

et AEFE XS A

A, d2A0, =2F S

*NSSAI (SST + SD) : () 7 .
**GST : 1 (eMBB) A Qos Flow (5Q1: 1) ; - PUbIIC )

|:| e o [VIBB Slice gns 5GNR —wsfewsad > UPF

NSSAI :
F
5G T SST : 1 (eMBB)
EI SD : Enterprise #1 .
NSSAI Enterprise eMBB Slice #1 (SD : Enterprise #1)

SST : 2 (URLLC)
SD : Connected Car

URLLC Slice #1 (SD: Connected Car)
URLLC Slice

Connected Car

NSSAI :
SST : 3 (mMTCQ)
SD : Medical loT

massive loT Slice

o|z x| Voice Slice Specialized Slice
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22 5G 72 - Infra 7+

« 5G Reference Point System Architecture
[5G Ref. Point Number]

- 5G User Plane Data Path N1: UE -AMF N25: TBD
M - 5G Control Plane Network Elements N2: (R)AN -AMF N26: AMF - MME
N3: (R)AN -UPF N27: NRF - NW-NRF
NSSAAF N59 - LTE Core Network Element (MME) N4: SMF -UPF N28: PCF - CHE
o N6: UPF - DN N29: NEF - SMF.
N9: UPF - UPF N30: PCF - NEF.
NSSF Ne8 N5: PCF - AF N31: NSSF - NW-NSSF
m_‘ N8 N7: SMF - PCF N32: SEPP - NW-SEPP
N8: UDM - AMF N33: NEF - AF
. N N10: UDM - SMF N34: NSSF - NWDAF
N11: AMF - SMF N35: UDM - UDR
—N11— N12: AMF - AUSF N36: PCF - UDR
N13: UDM - AUSF N37: NEF - UDR
N14: AMF - AMF N38: two |-SMFs.
MME 26 N15 N15: PCF -AMF N40: SMF - CHF
N16: SMF - SMF N50: AMF - CBCF
Na N16a: SMF - I-SMF. N51: AMF - NEF
N2 N17: AMF a- 5G-EIR. N52: NEF - UDM
N18: any NF - UDSF N55: AMF -UCMF

N1
N N19: two PSA UPFs N56: NEF -UCMF
{ mifs_“ N22: AMF - NSSF N57: AF -UCMF
N23: PCF - NWDAF N58: AMF -NSSAAF

N24: PCF - NW-PCF N59: UDM -NSSAAF

*. NSSAAF — Network Slice Specific Authentication and Authorization Function
6

ZX: https://telecompedia.net/5g-core-network-overview/
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‘2 Private 5G - Ha} 33
« JHQU/ERt nZ/ADLEER MH|AO0M 7|Y/E SE/CrYet 4 7[7|8 M2 2 Zof
£ a

5G SA (5G Phase 2) : 28GHz, uRLLC /mMTC

}t

5G NSA (5G Phase 1) : <6GHz, eMBB
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1.2

Private 5G - tHH3}
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1.3

Private 5G - 9|

+ 5G S22 clist H8o st

56 SehY HEHM 2o

56 3t Yritwot Wi (24714 SH)
* 28GHz i 600MHz CHEZ St (1271 E2)

o H| 2ot 2384(37 type) M|A|

21919

HHO|X| 2 21
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HHEE o+ 332

| 56 S2tF FIt= |
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'3 Private 5G — Deploy *+Z

o XXX|HA, security o 1x=/28 H|8 52 1noie CHY AER2| 5G Private Network 1+

- 5GE3}

ol olmat 125 W0 W2t Access Only, Hybrid % Full package, 374 222 & 7ts

(5G Local Access) ‘ (5G Local Access+DU+UPF) ‘ (5G Local Access + DU+UPF+CP)

28GHz =( )=
Small-Cell

) Latency F (E2HZ! O|EAL HQ) ) Latency P, EOt & (E2fT Local¥2]) ) Latency -k, B9t £ (A MX| Local X 2])
) EXH/HH|8 T : 54 #EAt ) EXHGH| B - o7, Heo|n ) ExH/egH| ko7
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4 Private 5G - §ig U M FOf

« 20214 7|1F 3770 27}, 263712] E5lY 7= [GSA, Private mobile networks, 2021]

M

- 71& WAL LTE 718 B2t (65%), 56712 E2HY(28%), LTE+5G7|H E2H(7%)

- XY 2 Major 32 X7t A= A7 B (Nokia, Ericsson)1} &= (Huawei)2| 7+= Site # &
2y Med 3 S0 7|et
& 36.6% 22.8% 19.8% 20.8%

(£X: Analysys Mason)

[ — | [y —
- M=%, nE, FECE S LYo 200 EEX|2 M= 8l &2 HFO0| &35
- M= 20k M&E & 20k= At52H33%)
AMH|A 20} % 74 HE H|S Z0f O & At
Al 24% Arssh 2 Y Ars2LZHAGVY), S3HI, 7|4
nE 23% 3, gory A AGY, A 22, S4Y/SMEN
MEL &, 7t 16% - s3], 71A, 84/8E¢34
&5 15% W, YT, AODE A[E| &, 2eh7ihet 88/8d8
FE2E| 10% - ADIE O2|E

7|Ef 12% =Y, 25, 201, 2= 271 HAM, S3/8d=L, 2717

(ZX: Analysys Mason)
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Private 5G - Li| 1%t
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5> Private 5G Use Cases —British Ports (UK)
« Verizon2 Y=, British Ports (ZT7H0| 83 A Private 5G AH|A H|& (2021.4.1)

- loT HiZE U BigData?|Et Machine Learnings £l 22X 2l &0t 28 7|8t 1S 2/l Low Latency Private 5G 7+3

LONDON, U.K. - Verizon Business announced today it is working with Associated British Ports (ABP) to deploy private
5G at the Port of Southampton. Delivered in partnership with Nokia, Verizon’s private 5G platform will provide one of
the United Kingdom's (UK'’s) busiest ports with a secure, low-latency private network connection.

15

AAXZN ATEQIN 7|dt 56 Z2HE I =5F 2 (ETRI, April 2021)



1.5

Private 5G Use Cases — Private 5G (3.5GHz)

Private 5G NetworkZ|gt AO0IE ZM6|Y ESHE (‘21~, 3.5GHz 48 Fol= Al

" “e.! o __ Provide Digital Data R
- v ! >

S
7" A Loatn Real-time Control

S=

——
S——r

5G based Hyper-Connected

3D Modeled Shipya

Shipyard

MZI HYX| =l eFAST.Core(F1) S FAST.Core(N3) 7|8t Local Breakout2 2 XM X|AH Network Slice X|&

KT Edge #1 5G gNB : CU DU Split T+Z
MER Edge

MER 5GC-CP MEC 8
5GHI tﬂ.'% g gNB cu 9

M L A %

F [ S KT Edge #2 oNB P
eFAST. |! o Rl
DU Core |—| CU |t . 1 ] ge gNB pu | | oNB-DU I MAC
= O 1" (828B) | | MEC
N3
SH=A
7|cé," i 7_|H A|'°| E KT Side CU: Central Unit, DU: Distributed Unit
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1.5

Private 5G Use Cases — 5G E3} - o|& (& Q))
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1.5

Private 5G Use Cases — 5G £}
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6 5G Open Source =FM - 5G Infra & Platform

* Linux Foundation Open Source Component Project for 5G

—————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

User Edge ' | Service Provider Edge ' Cloud/ Core

Wireless s 503 Network Functions and Applications Management &

Devices o SRAN i Orchestration

. @ i ; @magma Orchestration

Smart s 5G Access ! Cloud |/ Operator ) TD NAP
Edge i Edge Gateway ! Core ] .
Apps | Apps ¥
' t ! i q : e
' Constrained Smart Edge o Edge Stack [ Cloud Infrastructure Infrastructure
. Device Edge P : Management
- @FLEOGE | EDGECFOUNDAY | OpennESS i | Anuket
zephyr . i AKVM @ ceph ©YS g Sorok = ()
) E.'E . P i": AKRAIND i docher | openatack Kubernetes
Edge Servers, o iIndustry standand Industry standard servers, switches, SDN Controller
Gateways, o senvers, switches,
P . storage F- 4
Devices i storage v -

v LF Networking2 Hrhe} S41 FHle] 84 ¥4t 2% HISHAS 9I3t SDN, Network Jhsh
BLIERY U 24, Hol JI5, 2%F KHSEt Jl5 M
¥ O-RAN, magma e 5G #3 @E4AE3} '5;1?-1 FE0I01 E2F 56 $248 4t &

v O-RAN: AT&T, xto|L} 2 HIY
20 12¢ O-RAN%
6o LF Networklngoi 0|2+

'20.
JhEkE QI OpenAirinterface &z2to|2iA, Open Infrastructure@t $4¢d
20

Z£X: https://www.lfnetworking.org/5g-super-blueprint/



1.6

5G Open Source &

2M - 5G Core + Access

* 5G Open Source Project

(R14: LTE, R15: 5G NSA, R16: 5G SA)

OpenAirinterface Open5GS Free5GC srsLTE
FHH2|X| 3GPP Release R15 R16/ R15 R16/ R15/ R14 R14
Core A A o X
Hl&: AMF/SMF/UPF/NRF H|2: AMF/SMF/UPF/NRF/ 5G Full Core Package |2 5G Core Package O/H|Z
0|X|5: AUSF/UDM/UDR/ AUUSF/PCF/UDM/UDR LTE Core Package M2
NSSF O|X|3: N3IWF, NSSF
Access 0 0 X 0
& 56 RAN FH| A& 7t srsRAN X2
(Nokia AirScale,
AmariSoft gNB,
Alpha Network gNB,
Apresia AERO §)
o3 THrotof C/C++ c Go C/C++
License OAI Public v1.1 AGPL v3.0 Apache v2.0 AGPL v3.0
EMNE Self Docker Self Self
URL (£tX) https://openairinterface.org/ https://open5gs.org https://www.free5gc.org/ https://www.srslte.com/
https://www.magmacore.org/ https://www.srsran.com/

= CORE: % 2t2 H2|(Full Core Package), MSA Microservice Architecture 20|t 184 A0{(Go, C++),
A28} 7155t 240 AAPL MPL BSDEMHO|| A Free5GC 12
CHOJ|A{ SDR Soft Defined Radio O|E{{|O| A 1540| 2tR =l OpenAirinterface 1124

= B/RAN: S 15 BIAE %
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1 Public 5G vs Private 5G2| Operation 23 X}0]

- TH~EM~ZX|, 2IPZ2| X532 U E2E S ViewE S H|IHEIIE 28 75

rok
riot
ox
=d
ORI

Public 5G 2} Private 56 && 24 H|1l

| Public56 | Private56______

T =5 Heot 4 MH|A XS Hereh 7|1 Q= 2t/Application 28
St M2 ZH|/HEHE MET} EM HME7} (IT Administrator)
ey Al Agd/A20d ME 28 A Zh/ ol 2t
Interworking SAHAHAE, - FHE 7| Q= 2}/Application} S
QoS H|0f QoS S vs HOIE AL 2FH [THSY  Slice/App.E st H|of xS

* [ET ] 20| + AMA + T+ SE/IT

* [Rt58H] LA~EE~2M~EX|, E2E X5}
Rule?|g8t GUI Xt= Navigation

© [XIss L+ EEE 2715 dl 24
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12 5GESIY X5 2| - AlOps

« AI/MLE EH|E o|55ta, AUS MBSt HaE =X| 27X 2| IT Operation XS}

- [’42]] AlOps combines big data and machine learning to automate IT operations processes,
including event correlation, anomaly detection and causality determination, recommended solutions provisioning. (Gartner, ‘18)

AlOps Platform Enabling Continuous ITOM

Big Data

e

Vendor-agnostic Machine
data ingestion Learning

24



1.2

ogt

scEs1% 153 23 - AlOps Maturity Model (B8 +F)
« AlOps Maturity Model (Gartner, Microsoft, IBM, Ovum &)

- Gartner= 7|¥o| Al A& T2 WHIIG5H= X|ER AlOpsE ML6H= At U 720 w2t 5THA| 2 Holat
(1.Awareness ~ 2.Active ~ 3.0perational ~ 4.Systemic ~ 5.Transformational)

- Microsoft= 4tHA|2 H2|gt (1.Foundational ~ 2.Approaching ~ 3.Aspirational ~ 4.Mature)

Level5 Transformational

Level4 Systemic Al is part of business DNA
Al is pervasively used for
Gartner Al Maturity Model some business models
Level3 Operational o/o Mature
Al in production Emerging DS and Ops capability
o Aspirational
/ Experimented and applied Al
Level2 Active Approaching
Al experimentation o Hopeful on Al and its promise
Microsoft Al Maturity Model
Level1 Awareness Foundational
Early Al interest Questioning what Al is

and how to apply it
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iz - AlOps Maturity Model (7|= =&

+ AlIOpsE &3l Operation2| AI&2}/X| 52} H2(7]5)0 et 5THA| (5 Levels)2 H2
= Private 562| Z2, 28 £H& £|435}5}7| 9|5t E2E X}F 38} (Self-heal & auto remediation) 22
— AlOps Maturity Modelol|A| QI EM(Level 2)0i|A ZX| 710|E Y XISt (Level 3) THAIZ &% TR

2 sgEsla x|sE o

Level 5

I g Prescriptive

Automation

icti * Al based learning/
. P :
* Recommend Action & Self-heal aurg:f;ggn D:redm ERSaa . g
. ailures Prediction
Private SG-
*Causal analysis and recommend Lo
« Cross-Domain RCA (9x %) End-end Automation LD « Self-heal and remediation
AS-IS - *End-end Self-heal and auto- (automation confidence score)
Fansedintion « Al based Insights
Visualization & *Single Visualization * Al based Recommendation
Co-relation eIntelligent Co-relation
» Topology Mapping
Identify Issues  End-End Service VISIbI|Ity

Pro-actively ¢Intelligent Alerting

*Pro-active Identification of Issues and *» Aggregate Data
No Automation Jisolated Reports
and Analysis from
individual tools

Capacity & Resource
Management
U cChange & Impact analysis

OBSERVE . .
Actions * Big Data Processing

26
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13 sessp xisy mA - KT 5GE2HY X5 ZHA A

[ = Jy

« Ol Impact &4 S MH|A FSrof UHE Fol| =X| XtS=2t2 ST AHA HS

== XK

. Ko XIE XX|2 E © KT 2874 =X| & 715 L AIgtg2z XX| 21 44
- KT 28 A7[4t Ad F2|El Process/E0| e} Ats ZX| Al

- Al score 7|Ht0 2 Xtolet ZX! Kot 2X|E SA|0f EFX|
ojolus - ZX|H 23 BIHARAIZL QBT §)E STHAIZ|E E XtE F4

gl
EAl=s + Cross-Domain ol 2% 2 ol £4 (RCA)
O[5 A =pe)) - KT 2892f7|ut 1o X X| 210 ALK Knowledgedt
RCA - KT Dr YIZI (Dr.Lauren 2! Dr.WAIS)E £5t RCA EAM

PN

Event Storm

@ o
o\ = \(( )) \\\ Core (Stand-by)
G P Core

(Active)
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1.3 5GE3S|At X|5H 2N - KT 5G§§I'E>I-

XS ZHH| A (A=)
- OO =3 =
- Prometheus 7|8t ExporterE £35t 37X ¢|0]E{ %!

lapi/v2/metrics

2+ Y| 0] FH| Stacko]| (L}2 Exporter &8

- HW/0S 2! 71itgl @ & AA exporter 2 EH8

o O b

Prometheus Grafana

Node_Exporter

- CORE (CNF/VNF): #lIc| EMS or CLI, NetConf& £t custom-exporter 7H

Layer exporter & ot

&2,
3GPP NWDAFE

Eol- Data =| 5:'

=|k| =35} XX|
r N XI' 2I"I'l_
Promet Graf -
Y o Container?| 2t CNF VMZ|8t VNF 3.0
As =& U As =& U
& & [ .
vDU)| (UPF) CORE CNF  custom-exporter VNF  custom-exporter
65 . | K8S kube-state-metrics
Docker deth KVM libvirt-exporter
oS - -
N RHEL node-exporter RHEL node-exporter
HW | HW |PMI-exporter HW  |PMI-exporter
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24 NMS/ EMS
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Cr

1243t Cross Domain RCA
DBE PE0T S 2wl ol IBE 4 %, CEPIIt 28 el ofE 4

Dr. WAIS engine

Complex Event
Processing Engine

event definition
rules

(sources)

primitive ) .
composite
x evn:s o l( x] events ;
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event consumers
event observers = (sinks)

rule managers
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$ | et oz

T-Mapper
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Alarm Cluster
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Complex Event Processor
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* OSS/NFV-O = NWDAF 7|&t eNA* L&

Subscription

UDR

Data Collection

Data Analytics

r Y

Data Consumer NWDAF Service Consumer
Subscribe l lSGS'—H? 5GS 2|5
DCCF NRF
NF - l l N
——| NWDAF \

L/ T 0AM

\ '
\
Data Source

OAM

AF: Application Function

NF: Network Function

NRF: Network Repository Function
NWDAF: Network Data Analytics Function
OAM: Operation & Management

UDR: Unified Data Repository

ML Model
Repositor

F—

Data Analytics Output

DCCF: Data Collection Coordination Function

+ 3GPPE 7|E B2IMAIel 322 Yo 562 NW 24 7|5 EZst
- SHI/EMS U NFV-0Z S8 CIOJE] 27 S #IL 544
7} AX

- CRFSH O[] MAIZH 47 8H

|

* NWDAF (Network Data Analytics Function) (3cpp 7523.288)
- Control plane 242, HEQ3A ¢|0|E] £F U BM 7|5 x|2
- =8 NW H[o|EZ HIEf 22 ML 5 Al7|=2 &Sl
Clo[eE EAotn, 24 AntE CHE 20 NF & 2|20 X556
ZENW 71529| 2| Mgt & 4 o4, SLA HElof EE2 &

1=

A

- F2715
- Data collection from NFs and AFs, OAM
- NWDAF service registration and metadata exposure to NFs and AFs
- Analytics information provisioning to NFs and AFs
- ML model training & provisioning to NFs and AFs
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ogt

o
o 7}4SHCNF) Infra 7|8t 5G Y E

(2)

SEEIRIES

* 5GC % 5G RAN, ITOf| Ci{St E2E NWDAFE &

¢ K52/t

—

Ve

Open Marketplace (AF)

NW Optimization ~ Revenue Assurance

Monetization .,
(Data market)

( 7}43) Stack ¥ OS

'[ M B (x86)

E2E NWDAF Al/ML
Subscription  Data Collection  Analytics | Workbench
&
O-RAN RIC ||Local NWDAF
|
., DoOw
\‘ I— £ 1 g
ITDAF

Data Collection
(Prometheus)

SUel 7IX[=  Edge/On-premises Cloud

| HA

o [H¥]
- NWDAF - 5G Core %]
= 7148} Infrag 7|4t2 2 dt= 56 L1I

o|3
M2 UX HlES QtiMe E2E §< 4 DAFER

&4 Data =4 ¥ 24

—
9|

* [TDAF (IT Infra Data Collection & Analytics)
- 714gt Infral| oo|g 3 & 24 7|5 s 2R

= =

- Data Collection: Prometheus 7|t (exporter)

* E2E NWDAF
= UE~RAN~5GC ¥ IT Xt¥42| Ho[g] 47 &
Value-added Service Hl52 = New Biz &
- 5G NW + IT (Cloud) 2%l Service X|&
- UE behavior/Mobility £44/04[Z 7|8t Service X|&

=]
s
=
=

Moz
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. 5GE2I'Y Challenges

. M8 Ful$z EEX 0 HOlo) BA =1, ZH|/E2 2 Mo £Q! H|2 2 Customization L|= =8 =
5l o 1
a2t & 7 E gt & 7|8
H2 M 7|8t Software H|E Z7t HW > SW * 56 HEYIS sWH|F 37} ¥ BF3Z TIY FY SOt
, - (] 3l a5t 7122 o| M gkAt
B2B Vertical A|&F AJ% Mass > B2B Intel@] FlexRAN & NW 7t f |&2 Du/Cue d5 T
- Open RANZ 73t RU ~ DUZ} QIE{H|O|AQ| TS B &3}
© AR 56ESY ¢t 7Y ALY 5 L=
é N\ ( ) - 7|9 Mgt IT/Biz ZSHZ1} 56ESHYZ HE LIE (IWF 25)
s 2H| ICIosed-Ioop Controll 7| eBiz £F M4 7|(|):,'i A|' HECI)I-% LeQaCV %% el / I.llxéli Ol-lér RISk Li(l-g
. IO—RAN RIC“ NWDAF"ITDAFI [IWF 6w | SAP 4
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