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Analysis of Coin Mixing Protocols

and Mixing Detection Methods

Jeongheon Kim, James Won-Ki Hong
Department of Computer Science and Engineering, POSTECH
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oAl WETH

ol2gt CoinJoin A& ItdstaxE= HIEZS]
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WAAZ ok Wy ZR2EZFE ASHHSITh
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dolHE Ha WA EHAAA oo duH 45
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"didDocumentMetadata™: {},

"didResolutionMetadata™: {

"didDocument": {

"id": "did:ethr:0x02380544d78bded54485cc58f78%e4bfc79

"verificationMethod": [],

"authentication™: [ -

1,

"assertionMethod™: [ -

]J

"@context™: [
"https://www.w3.org/ns/did/v1l",
"https://w3id.org/security/suites/secp256klrecovery
"https://w3id.org/security/v3-unstable"

1

"contentType": "application/

[

Figure 2. Example of DID Document
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Figure 3. System Overview

A A BF= A AEL Tnit—Phase®} Main—Phase, &
GAZ  u¥ch  Init—Phase°lA+= IoT tlupol A
227 ToT tuto]l oA =% dlolElE A st
o]t} Main—PhaseolA&= User® DID®} VC/VPE
o] g3 Al AFIY MQTTE o]&3 dolg AP

#70].

-10 -

KNOM Conf. 2025

1
R
CHe
el
loT
Device

7

e loT Device
IPFS 10TA Owner

1. Sensor Data
Collected

2. Save Collected Data

3. Save CID

4. Send Block ID

5. Save in JSON C
File

Figure 4. Init—Phase

1% 4% Init—Phase? ZE&%Xo|t} 0T tjHlo] AofA]
AAzro 7 S dolEE [oT tlnpolA9 ZZod
AZETE 574 Ajgto] A wjwjr} [PFSe] o 2 =38k

CIDE <dojditt. ToT tulolxe] ZHe #4H
Holel=  AAte], #e AFEFEE K [oT
gutol e HEgeteE  AAZC o]F CIDE
IOTA°] 5=3}9] Block IDE o2t} #4129 Device
ID$} Block IDE ToT tluto]X &fAtelAl Bt} ToT

tlufo]l A AFA7F o]F Wrow Device 1D, Block ID
183 A
A 78k},

AR 19 59 22 FHE JSON 3=

Figure 5. Stored in JSON File

1
-1 -
# 7 5 N
: o1 MOTT
User loT Device loT MQTT
Owner Device

1. Create DID /
DID Document
2. Save DID Document

3, Send DID

4. Fetching DID Documen it

5. Send VC

)6‘ Create VP
7. Send VP

8. Re t MQTT
equest MO 9. Send Real-time Data

10. Send Data

11. Send JSON File

Figure 6. Main—Phase

Main—Phaset 1% 63 o]
User: #H419l DIDS DID 4% *Mé?} %, DID
A2 I0TAel A3ttt o]% DIDE IoT yulo]X
At Al AEgth [oT dwnko]s AfAHE Userd
DID #A4& #Fzste], VCE A8 gert. User?t
IoT tulo]xofxl  FHH  dolgrt FasiA Hd
LERES VCE 7FEstel VPE AAdsith o] %o
MQTT Subscriber ®AIX| 2} VPE IoT tUtlH}O]A
2fAA A AEETE 0T fupolx AFAE VP
ATo72 A4 dFo] =, o] Fxst volHE
A7t JSON #d-& Bttt A7 HiolHE fo]e7]
$18l IoT dulolA  AfFA=  BrokerZF Ho IoT
guto] el Al Publish® Q%3th. IoT trlo]AE



2025

Bk o o

T~ —

Publish £3¥& Brokerell Al dlo]E & Rt}
o]3% Broker+ H|o|E]E Q3 Userold dE3ic}. o]

Hg S Sl IoTelA Fas AAMS a5 U

V.22 4 5 dF

B =RoAE= I0TA, IPFS, DID, Z#i VC/VP
ATs T AAFEE Attt £ AAHL [oT
ko) A7F =43 dlolElE T0TAC A3t dlol
e B2AsH, B4 944 7lEe] Al AT
Ag EAE #4dstyl flE IPFSE
, DID$} VC/VPE o] &3 Ald A5s
F3 dlole AA2x AAE 7hsstA sk

2 A&"EOA [oT fHpel~7E st dojE &
F71A oz IPFSel AZ=HW, A" CIDE I0TA
Tanglee] 7]S¥tc}  o]%& IoT tulolxe] =4
Ao s T HolEE  AtAlste] A ¥
aegdor #Hysrt. =3, APE Block IDe IoT

tufo] A~ AfFAt A AFEHA, o= JSON Id=
AZAY. User’t DID 7|HF A5S ¢€538HdH, IoT

Hupol A Afab= ARl AE JSON kst 3
MQTT ZREFS olgste] HAAZE dHolHE dEeih
Eall IoT AN FTesh 849 AANIAHE
k.

ATolM = 2 =EolA AT AlAF o] AAZE
3]
o

2

of
¥

A% Aol Hole
AAZ Adets dae AT
Azdel A= IPFS] AE Blo
Aelz RBEER dold
e Agd Aotk o uebt, A4
AN 10T Hutol 2ol % mergst A

o MET £ e W AT oItk

of [ L T

)

o fof rlo L ok O oo N

i,

i

A

off 2 ol §2 (& Mg o

ACKNOWLEDGMENT
AR (o7 2 A1) 9
EEERPEERRE A% o}
A A5 s A A F AT D TITP-2024-RS—2023
00260267)

o wEe

MYhoz

Fa1EF
[1] De Aguiar, E. J., Faical, B. S., Krishnamachari, B.,
Ueyama, J. “A Survey of blockchain—based strategies for
healthcare,” ACM Computing Surveys, Vol. 53, No. 2, pp.
1-27, March. 2020.

[2] Samy, S., Azab, M., Rizk, M., “Towards a secured
blockchain—based smart grid,” 2021 IEEE 11th Annual
Computing and Communication Workshop and Conference
(CCWC), NV, USA, pp. 1066-1069, January. 2021.

(3] urAd, Alel ] SlE
SRk 28 AbE g AARL
104-111, March. 2024.

A, SEEREREL

dkgl 7]« Vol. 54, pp.

f

[4] Krichen, M., Ammi, M., Almutiq, M., “Blockchain for
modern applications: A survey,” Sensors 2022 Vol. 22,
No. 14, 5274, July. 2022.

-11 -

KNOM Conf. 2025

[5] “CVE Records for IoT Vulnerabilities,” MITRE,
[Online]. https://cve.mitre.org/cgi—
bin/cvekey.cgi?Keyword=IoT. Accessed: March. 20,
2025.

[6] Benet, J., “IPFS—content addressed, versioned, P2P file
system,” arXiv preprint arXiv: 1407.3561, pp. 1-11, July.
2014.

[7] “Decentralized identifiers (DIDs) v1.0,” W3C, July 2022.
[Online]. Available: http://www.w3c.org/TR/did—core/.
Accessed: March. 19, 2025.

[8] “Verifiable credentials data model v2.0,” W3C, Sep. 2024.
[Online]. Available: https://www.w3.org/TR/vc—data—
model—2.0/. Accessed: March. 20, 2025.

[9] Reyna, A., Martin, C., Chen, J., Soler, E., Diaz, M., “On
blockchain and its integration with IoT. Challenges and
opportunities,” Future Generation Computer Systems,
Vol. 88, pp. 173-190, November. 2018.

[10] Honar Pajooh, H., Rashid, M., Alam, F., Demidenko, S.,
“Hyperledger fabric blockchain for securing the edge
internet of things,” Sensors 2021, Vol. 21, No. 2, 359,
January. 2021.

[11] Liu, H., Han, D., Li, D., “Fabric=IoT: A Blockchain—
based access control system in [oT,” /EEE Access, Vol.
8, pp. 18207-18218, January. 2020.

[12] Yin, J., “SmartDID: A novel privacy—preserving
identity based on blockchain for IoT,” /EEE Internet of
Things Journal, Vol. 10, No. 8, pp. 6718-6732, January.
2022.

[13] Hong, S., “A research on building a smart city model
based on DID (Decentralized—Identity) using digital twin,”
Advanced Industrial SClence 4.1, Vol. 4, No. 1, pp. 34-40,
January. 2025.

[14] Sangeeta, N, S. Y., “Blockchain and
interplanetary file system (IPFS)—based data storage

Nam,

system for vehicular networks with keyword search
capability,” Electronics 2023, Vol. 12, No. 7, 1545, March.
2023.

[15] Azbeg, K., Ouchetto, O., Andaloussi, S. ],
“BlockMedCare: A healthcare system based on IoT,
blockchain and IPFS for data management security,”
Eqyptian informatics journal, Vol. 23, No. 2, pp. 329-324,
June. 2022.

[16] Popov, S., “The tangle,” Oct. 2017. [Online]. Available:
https://iota.org/IOTA Whitepaper.pdf Accessed: March.
12, 2025.

[17] Yassein, M. B., Shatnawi, M. Q., Aljwarneh, S., Al-
Hatmi, R., “Internet of Things: Survey and open issues of
MQTT protocol,” 2017 international conference on
engineering & MIS (ICEMIS), Monastir, Tunisia, pp. 1-6,
May. 2017.



2025 KNOM Conf. 2025

GossipSub Protocol 7]¥t P2P Y EQ A %A A ARA|7to] BREFAE F&A O HX= o3 4

) S 2= =z 5
o=, HEd, A, FE&Hx

(o

Argeietal, Al ietul, Ao Shal, «A okl

limos1479@gmail.com, ingl821@daum.net, ak47001@naver.com, *juht@kmu.ac.kr

)

Analysis of the Effects of Communication Delay on Broadcast Efficiency in a P2P Network
Based on GossipSub Protocol

Lee Sung-wook, Kim Hyung-yeop, Kim Seung-min, Ju Hong-taekx*

Keimyung Univ., Keimyung Univ., Keimyung Univ., *Keimyung Univ.

2 o

B =38 Bthereum 2.0, IPFS, Filecoin & thF3t P2P 5804 &H-8-5= GossipSub Z2EZ 7]1uke] P2P HIES] A0 4],
=74 €4 1 Xl°4°l MREEAZE LA AT P2 2SN, V)€ dyse] T2 NerliE S2Ege A
£ ATe S Ad 2 BEA YEYA 450 GossipSube] 2ol ofH &E A=A E st

=4 ixéfa T Ao AE wr9f $41 A9AZHOutgoing Delay)vhe ¥4 A4 0}1 BRENZE S84 AER
#Z WAA 4 AIZHERT)FH 55 A4 241 $DRC)E %L%O}‘%iﬁ} K-P2PLab H|ZEH =& &-&3to] Hdf 1,000749]
GOSSiDSUb REE S AddA stoll wjA L AlEE ol g g At FA X]OEJJ' #Algle] FRTE &7 248,
A Aol kS DRCe Skt 54 A8 714 0% o] #ashe 43e Boldh o2 7ﬂJJrL Peer Scoring

l 5ol T Adolehs B3 SA Fuagatel EYA AT A G8Ad AAHQ] dFE vHThE AM S B
=tk
I.Aq & o iAol THlAE 7HEAE ol g 2Ashs Aol F8AE AwH
BEA PP v 3l e Fu g A4 BEAe) e | SIH
PSS SAsor & 2ad BAlGle) [1] o fAs w5 e -2 Etherenm 20(5], IPFS[S), Filecoinl7] 5 & P2P $-8014 4}
2279 YEgae) PP Bessas A Gae] ik neesjas  E1E GossibSub PP BREALE SREge] te, wese) Eelnel
Aol 3eW BN B2 o e AA vEgaz ase U A0l RESASE FEA6 ol 9%S pAA FAsI.
Qo 22 AHALE Folq TPSE S7p02 4 glek of g O SIE & =RolNT BAle) o} A A% g by due] wse
& YN 1A SgEtEE eFsst nokl g@e A4 gu S ARAHOutgoing Delay)RhE AeASHAT, 1 Sjol oleq 7] =
=o TPSZ snak 4 gl Whlolt) 214 ¥4 4% £ 91A¢ Loss % Corrupt 5& 223 4 AR, ©f
PPl To] 749 ALAZ AA o)A HAAZ Avtaps wwe)  © O TCP @fel A Hetss A7) wie] aejsta] st
w2} Tree 719, Gossip 7]8 HEEAAE 5 jakh dyo] EAgey, & HEISE BEYE ST AR Publish vN A 2 S
J. Leitao 5 Eager Push9} Lazy Push& &3ste] BE w27 713 A)ZH( o) 3 FRT; First message Receiving Time) 3} ©+] Publish A A]
W2 oA RS SA8s 7]HS Ea 9%9] Spanning TreeZ HA o tjat FE- =2 =(o]at DRC; Duplicated message Receiving Count)
3h= Plum Tree 7|48 AT, Aplo] ohnn Q= we 5 Qg 4 = e

A
B} Aststol, Selgnct 25 vAAe] FS st Gossip 7w n SEE 7FE Bl A2 PoP 2ol el 1 Go-libplpe] GossipSub
2Esj2Ed BN E AT, [2-3] 2 o) Bager Push, Lagy = "HE3O] THE w5 o8R8 PP 95 S4S A Hx
Push, Pull M58 Fatalo] BEEAAE 58S ANE] 93 e > o7 K-P2PLab[10]& &-831th. K-P2PLaboll A Docker
& &e)o] olotiolz} AAHATH [4] Swarm 7|9k =28 o] 100071714 A/dsk5lom, thekst yES A
PP HECIAAE A% S 98 tloksk dTs) dalsm glou) e /M =2 PP YEYAE F55ta BEEANAE 458 54
2249 B4 Q590 A% W) U@ BAL neesse zeeg T LA
A 9] A #d Aol vlE) Fs] o] FoAA] & 4
o FA AT YA EYA A 9T TS
€ Adxy AEAF 49le] PP BEEAXE A " '
o el £ =59 7loe xR 57l $41 AZo| GossipSub 7]§He] P2P
2aHe) 24 A3 PP Eig;ﬁig W= alole] BAYF gas  LEEASE D& oWl G mAwA AR Astelth 7AH L
s oSao Sa am o] gat 4 EE # xS0 UEGS o] GossipSub 7] ZZESIA T
o2 o, GossipSub Za gz  AEFIEEN WS of G& AEA FREE Aot
BREsE g Ag ol 28N T #d A7E GossipSube] thate] A/HshH, 3%

d Aol thzrge FRTE v%:3 A7t
92 Ade] F7ktel weh DRCE S7Het

4799 2548 FRZ 398 4 2%

A i B7kstel o2 vAA e

o o)
= “
3 Scoring Functiono] gk #4e olstaiA et Az e 2zt e A8 872 44 % A9 e del aofd slelth aza vk

-12 -



2025

o 4ol Assh B4 ANta 53N Agow sHlRn

o a#d a4

GossipSub T2 EZL D, Vyzovitis S0] Ao 2 7jakst Gossip 7]k
] PubSub HE A~ EFo|t} [11] 4 w=5e Ze%9 HEY
3 A7 Sl AE ZREFS AN dE st Tlof dAE A
8t o]¥l o] FAE P2P HEYAE HA I HGossipSubol A& &3
HEYAE Metadata 4ot g0l AME). GossipSube #lo] HA]
A5 &3 o] BAE FAFALY AL

GossipSub- 7} wE7} A& BREAAEE A ZEAL A28 WA

AE FA% w27} o] 28k 3lo] o/ 2712 o R HREFNAE
WA A& AFet} sl Eager Pusholal o2 3hube Lazy Pulle|th
Eager Pushe o] % wmEel A A2y wAA] dAg 2utz ddale ¥
Holtt o] M o wry} ofn] o] HAIAE FAlE AL A9 W
glo] Fx1 dds}

E g

= olth. Lazy Pulle ol =7 A2 F4s
HAA7E 9189 WA L IU_HAVE WAIA), sloj7t ag WA of
A A8 e 7a LAY WA 295 HIWANT wA1)
) WA HAAE Agels BAolt 8 AL HAAE $45 o
$ wESlA 541 A} 92 QeA dolg WA nlA weta

=

SATHI_DONT_WANT wAA)), o]
’o‘}»Z] o}ci UL—‘:E}
Eager Pushi= wjA|7] dehg whe] 3t 5= QIARE vhd S5 v A A7} 2
A% 4 Y3 Lazy Pulle wAA] ddo] oAy S5 wAA] Ao
FOJETL 7|BA R wEE HREFLE ARG $4E 0 o] 25k
P2P v]o] & 3o 7 Eager Push& 3t} Eager Push# ddals o]¢-
w=x9] 4= D¥ GossipSub?] F£. vefu|el F 3ol ™ Digr, Diow S At
23)4 Eager Push 3l= D & EA 77k Q&2 243} 0|3 )
SER|Enjt} Eager PushZ WAIA S Addhs w22 33 2alz o
AY BE & Z Gossip Factori-& 401-3— e 4] F7}2 Lazy Pull
AE AR

oj® ujojo| | Eager Push® & 7917} Lazy Pullg & <17} 23t
AL thgoll Aw e o] Hpof oEstar it Lazy Pull WAAE
Adstd 9]o]E Eager Push# Adshe sloj2 upie 22 43 o]

W A| A 2 Eager Pusht} Lazy Pull

ru[o

LI =4
=

Docker.
Image

P2P Library & | | Buid
P2P A Docker
Registry

Build

. PP
™ Network ¢

Manager

Broadcast Execute Anlaysis

Topology

Analyzer

Degloy

uen ork
kl N e

rescaling
P2P Network

KNOM Conf. 2025

7+ Fo 2 S (GRAFT HWIAA) A4S vltAl D rtHGossipSub 1+4
IME o5 dadgelca %3). W2 Lazy Pullz dgsid vo|&
Eager Push A4 Fo]2 n}# £% ATHPRUNE HAA).

Eager PushE 23] HRCAE vAA &= AA P2P YEY ] w
27 A=, 187)0| Eager push?] E&o] HREAAE Ao &
4FE MA R == Eager PushE By o w=& & AEshs A
o] uj$- T3tk Lazy Pulld wiAA] Aol wh2x) AR 5 A
A F7F ZAEA HW AR S A X HE LEE =0l
37} ek

GossipSub 1.1.0 0]”0]]/‘1% ¥]o]& Hrlale H4(Scoring) W&

8l 4 wovt o ddE BE i gig H37tE AAzke 2 119
ta, A4 Aol Eﬂ’b% ele] = il AAA 7 e g
F7HE aEe R At 2 ke uA Jade|=g AEs] Hrk
A GossipSubell Al H+E FAsE AxE okt 2tk [12]

2

H’(

ol.

Pi: Time in Mesh: 3|3 ==7} EZof v
THsA e} eIk

P2 First Message Deliveries: 3] =7} HEEIRAE WA A S
AR Hx2 A 5, do seHe FEvh

Pz Mesh Message Delivery Rate: a]d =71 £ i 4] zHAlo)
A wAAE A Sz, 7dgkac a0 0, Zrkd o Apowt
o] Aol "k ol &9 7hEA 9} walA AFo] R wro
WAL Hojghs dae @)

Pa: Mesh Message Delivery Failures: 8|3 =S/} HR2EAHAE
AAE Agshe o A ST, Paol 93] Yo H4E o}
Aelg moi7} oA WA vES A ek Ealms AEH
&9 ThEA S FHElA A WHE Fofshs 48

Py Invalid Messages: 319 ==7F 258 vAx& dA$st S8
&9 71EA9 waAh

Ps: Application-Specific Score: 7| WA7t A< 7FE3 =g Aol
gl A,

Ps: IP Collocation Factor: 3'g =t.9} 722 IP7} YEYA o] 7]
ggtach A7 ek 0, Brhw zhele] AlFe] ©rk Sybil ¥4&

B ARtew, U

%]

rlo

General
Node
General
Node

Order P2P action

Bootstrap

Co!lect/

Log
Data

General
Node

General
Node

P2P Network

a9 1) K-P2PLab %%

- 13-



2025

Aal7] oA we7] AF FAR, o A Fe Ak
Pz Behavioural Penalty: a3 =9 2H5d 3% s F7leie
Counter®, #l&ate] &2 7kgx|eh wajidt.

o] Pi3g P477]—7<] Subscribe 3t £t 2 H 9] w7} A
AH L YA E w= G2 wi/igrF A9 GossipSube EXE
2 Zloj F=d ‘43} A HHst MEEANAES HER st 3
k. ol#et ”H7HLTEE Zgste] 2 D} 7“3] L‘:/] =
o, o] A o L=
e AxE }%’B}ﬂl 13 OIHH TopicCap< TODICUW 74 Xé% T
Aol Aot

Topchap(Z (w; P.)) + ws Py + wePs +w, P,

5:9o]] W4
, * i 5FerO T o Oh 3 75
P ivel e ol ta 44

421 1) GossipSub¢] Scoring e+

oE.L
2 —\L
ol
-

from

%2,

gk ATl E o WHEE 7|90 2 3 Scoring Al A~HS

TR EFo] 49 YEAsL Sybil F4& v]F3 &

g Ao o]FolAE B UEAM 228 £5 7hedhd 1

HEHA 58 ZAs ko] BTh o9 %, F. S. De Cristo & 2

Eager Push W EY A9 thekst 845 /42 YEYAE B4
&
g

rl

A

ol
Ol

rlr > oo rulo Nl

AEe] 7S FFet) (18] 28 % B1atal YEY AT} 22
= A9l A8 A9 Scoring 37 HIEY A Auke] ojw
A Ao B3 =9 FESIGIT obg 9 YES A 5A4S
o=ZH o]F EE Eekd e HES A 54& #Ase
Atk aHER EE
gkl djal £ Ao

=

&
3
gl 71 &
o83t Aat# el 7ol M Scoring g7} WA
]

o},

>~

X
A
3
=]
RS

m 23 %73

3.1. K-P2PLab

$-2le A8 98 K-P2PLabg &-4-3lo] HAE 348 75315t
K-P2PLab& P2P +©=& Docker ZHo|% ¥ —‘é—i == 7t A4S
Docker Swarmo & YHETE o] 24| Docker Z8]o]11 ¢} Docker
o2 PP HESAE P48 7t wE A TC gHo|=2 E‘:L]Zjl
A AN TEE ASSAT) o] E A Fgozm AA UES A} fALSE 3 S
e Fo| P& Abgate] RWSIHA L, A4 EY AN 348 +
Zola Agste ARt hds) A9 48 5% 5 AL

K-P2PLabe] stedlo] #7342 AA 43 #7435 delehe 149 vy
A A e} P2P LE7} FAse B Jbee 1) o)) Byl AwE T
AEt) 92 & 10009 Dell-PowerEdge-R730 MBS AHE-813 1, o]
= 7}7} 270 Intel Xeon E5-2620 v3 @ 240GHz CPU9} 32 GiBe)] W&
2 7+ 9tk AW 7F Docker Swarm NetworkZ 418k 5 P2P =&
E ¥ studo] FAdA A8 shsdt Aol 100071714 =25 s
43S Fgsigich

7 wEr 27 HoldE 24 9d 71538, 7189 21 3L v}
SE Hof A4 E24 AujolA & Zrjo] BRItk e vRE 9 &
O oA vl A A e 3 Ero] vl E FHo AnqoR BE 27}
wUA Aefe] 2ol drt. o] gt Fx2E ALgsle] A¥o] EubA| got
E Ao R 205 vl PER AN E 5 JloH, o]F blolE 7t
TE S8 208 wE o)Fd He glo] FA A} 7hsdtth

ooy

KNOM Conf. 2025

29 DAA AHARE v A (Manager) & AH8-8to] P2P eto]Bejz] s}
o} 70o14d& Build o] A8 Docker ##]~E2 o] At o5
AgE Aol dxste] PP WEHAZ WET PP VES AN
Controller =52 238 P2P HEYA9 EA oA mAx B2

2E AZL 22 BeEs A9d F 9len, Docker 24| 75S 244

7 AR W w= 359 FRE Rescaling 3= A 9A] 7Hssi
K-P2PLabell& GossipSub?] L& o|HEES 7 7]:5 Event
Tracer7} Z3tg]o] 9o o]2 & wro Hx WA 54 Az =

AR $A 8E 58 ST 5 Ao, of 9
WA A& B45te] GRAFTS PRUNE WAIAE Tast & 7k o]
HIAA Oﬂf\l golg 4 gtk webA, o)F B 2E w=:9 FRT ¥
DRCE 21T SilE‘r

32. A8 ¢A4

K-P2PLabell 4] 3 Docker Z1g]o]d alute] P2P ol &) A|o]e] &
At e 24 it KademliaZ P2P #4ol A}g-sto] P2PY
HEYAE dAsta 1 9o GossipSub ¥]A|A] BEEAAET} 523
th. Kademliag AMS-8l22 7 w27k v|ES| A0 %19)5}7] 98] st ©f
Are] Bootstrap =57} 23+, 7 =04 GossipSub PublishE % #
5}7] 930 Controller =& 94| s}ub7} B 23k} Bootstrap =9} Ao
L2+ GossipSubel 5381 ¥or g BREFAEH HE 7oA
%tk

HREEJNAE AdS Q&) dEYA Adoe] 10, 20, 30, -+ 1990,
2000ms7HA] Al 2 10ms® zpo] 7} v 20071<] GossipSub =t AA
A& Aztate] AHESHTE wEE] UEY A Ay} A9e HEe A
A2 JSON gz 22 7hsdht], o] sk Aad o Alzg vj7ii
2 gl Hr

LﬂE"Ji A Fholl tal, A4 7Hss ESA A9 Y 2000ms
Z ol& 23 A w7 P2P vIES A9t 914 HAS dushA] X3l
old] TCPE AAT 23 lom, oo T3 gk dA &at Falo]
w7k stk £9 72t Al AddAg ] 114E 10msz AAste] 22 A
AXZEe} Zpolo] tidt GgS BAT 4 QIR SoiTh 1 9ol wr9
vEhfE s 4] 2)9F o] AR A4 MEYA e b Scoring
g F UES A HFE A7k 1#skA] gorg P 0o, Tt

2 sepEe A% wAIZl e gk Aol 7] wiel iR {7t

1% A58
WA g B AgAE nea o

Dlow :4"07

=0,w, =

6 thqh =
1.0,w,, =

12, Gossip Factor = 0.25
—0.5,w3 = 0,04 7 =0

$2] 2) K-P2PLab A @ojA ALg-3k hejr]E

A&l & Bootstrap =9} Controller =25 AL, o] 7 A
*171- A7 8 GossipSub =22 5704, & 10007 WlZ5dt) =3 87
o}?ﬂf Al Ao 93k A4 HJolukS Wie] =45 YA e,
1 5l AOH ikl ?17} tﬂﬁ}o}lﬂ st ﬂﬂi BE wE7}

Fm
qj
lo
i
)
:_
2
>4
_\:
X
i,
41
LS
< -
f
s

[

i
offt
>
o,

& $9E 2w PP ESEAA oA AR dols
2 957

e HEA] ST o3t A4 dutHl PP vIES A E EA
a4 ot A Aol g AR Aot Jes WAHE ol et e
A sF Tk

YEY A oyl 2838 HEy kg & Controller =22 %3



2025

KNOM Conf. 2025

First Message Receiving Time vs Node's Outgoing Delay (K-P2PLab)
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Abstract

Custom Resource Definitions (CRDs) have become central to extending Kubernetes
functionality, particularly for managing stateful services such as PostgreSQL clusters using
the CrunchyData Postgres Operator. However, interacting with CRDs often requires
precise YAML authoring and familiarity with complex schemas, making day-to-day
management tasks cumbersome for DevOps engineers. To address this challenge, we
present crdkit, a Bash-based command-line tool designed to simplify the management of
PostgreSQL CRDs. The tool provides support for updating replica counts, resizing
volumes, deleting clusters, and inspecting resource status—all through a terminal interface
with no additional dependencies beyond kubectl and jg. In addition to these declarative
operations, CRDKkit introduces an LLM-powered mechanism for automatically generating
CRD manifests. By integrating with a local Ollama server, users can describe a cluster
configuration in simple terms, and the tool generates a valid YAML manifest ready for
application to the cluster. We evaluated CRDkit in a local Kubernetes environment,
demonstrating its ability to manage CRDs effectively while reducing the manual burden of
configuration. Our findings demonstrate that lightweight tooling, combined with local
language models, provides a practical and accessible approach to CRD lifecycle

CRDkit: A Bash Interface for Declarative Management and LLM-Based Generation of

management in constrained or offline scenarios.

I. Introduction

The adoption of Kubernetes as a platform for deploying and
managing complex applications has led to the widespread
use of Custom Resource Definitions (CRDs)

[1]. CRDs enable users to define and control domain-specific
resources declaratively, allowing Kubernetes to manage
components such as databases, caches, and queues with
consistency and automation. One widely used example is the
CrunchyData Postgres Operator, which exposes a
CRD-based interface for provisioning and managing
PostgreSQL clusters directly within Kubernetes [2]. While this
declarative model offers flexibility and alignment with
cloud-native principles, it also introduces challenges. Writing
CRDs manually can be error-prone and requires familiarity
with detailed YAML schemas [3]. Tasks such as scaling
replicas, adjusting storage, or inspecting cluster status often
require the use of verbose commands or manual file edits [4].
In many cases, users are left navigating between kubectl
commands, documentation, and YAML files just to perform
basic cluster operations.

To address these challenges, we present a tool called
crdkit. crdkit is a lightweight, Bash-based command-line utility
that provides a simplified interface for managing PostgreSQL
CRDs in Kubernetes. It enables users to perform core
operations, such as updating replica counts, resizing data
volumes, deleting clusters, and retrieving cluster status, all
through a guided CLI menu with input validation and status

feedback. Built with only Bash, kubectl, and jq, the tool is
portable and compatible with minimal environments, including
air-gapped or offline clusters.

In addition to basic CRD management, crdkit introduces an
integration with locally hosted large language models (LLMs)
using the Ollama runtime. This enables users to generate
new CRD manifests by describing their desired configuration
in natural language [5]. The tool constructs a structured
prompt, sends it to the local model (e.g., codegemma), and
applies the returned YAML directly to the cluster. This
approach eliminates the need for manual YAML authoring and
reduces the complexity of getting started with PostgreSQL
CRDs [6].

This paper describes the motivation behind crdkit, its
design and implementation, and the integration of LLMs for
manifest generation. We evaluated the tool in a local
Kubernetes environment and demonstrated how lightweight
scripting, combined with local Al capabilities, can improve the
usability and accessibility of CRD-based workflows [7].

II. Motivation and Related Works

Managing stateful applications in Kubernetes typically
involves the use of operators and Custom Resource
Definitions (CRDs), which expose application-specific
configuration and lifecycle management  through
Kubernetes-native interfaces [1]. While this approach offers
powerful automation capabilities, it often shifts complexity
from imperative scripts to declarative manifests, which can be
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challenging to compose and manage, especially for users
unfamiliar with the underlying CRD schema or YAML syntax.

This challenge is particularly evident in the case of the
CrunchyData Postgres Operator, which defines
comprehensive CRDs for PostgreSQL cluster provisioning,
scaling, high availability, and backups [2]. Although these
resources can be managed declaratively using kubectl,
real-world usage often involves editing long YAML manifests,
applying patches via complex JSONPath expressions, or
consulting operator documentation for schema references.
For day-to-day operational tasks such as updating replica
counts, changing storage parameters, or deleting clusters,
there is a lack of lightweight tools that simplify this workflow
without introducing new dependencies or requiring knowledge
of Helm or GitOps [4].

Existing solutions, such as Helm and Kustomize, offer
templating and configuration management capabilities, but
they still rely on templated YAML and predefined chart
structures [3]. Tools like Lens provide graphical interfaces for
interacting with CRDs, but they require a graphical desktop
environment and additional setup. CLI-based alternatives,
such as kubectl, krew plugins, and k9s, provide generic
interfaces for resource inspection but do not abstract or
automate CRD-specific tasks.

Recent advances in large language models (LLMs) have
introduced new opportunities for automating infrastructure
workflows. LLMs can generate syntactically correct
configuration files, explain complex YAML structures, and
assist in authoring templates based on natural language input
[5], [6]. However, most LLM-based tools are cloud-hosted,
depend on internet access, and lack direct integration with
local developer tools or Kubernetes environments. Integrating
local LLMs such as those powered by Ollama presents an
opportunity to combine Al-generated configuration with fully
offline, script-based tooling [7]. CRDkit was developed to
bridge this gap. It combines a lightweight Bash interface with
kubectl and jg to provide direct control over PostgreSQL
CRDs while incorporating natural language—driven CRD
generation through a locally hosted LLM. This combination
enables users to manage and provision PostgreSQL clusters
through a single terminal interface, eliminating the need to
write YAML files manually, rely on templates, or interact with
cloud APIs. The goal is not to replace full-featured operators
or GitOps pipelines but to enable a portable and accessible
alternative for CRD-centric workflows.

IV. Algorithm and its Implementation

The core functionality of crdkit is implemented as a modular
Bash script that interacts with Kubernetes using kubectl and
manipulates structured data using the jg command. The tool
provides an interactive, menu-driven interface that allows
users to perform predefined operations on PostgreSQL
clusters defined as Kubernetes Custom Resource Definitions
(CRDs) via the CrunchyData Postgres Operator. These
operations include updating the number of replicas, resizing
persistent volumes, deleting CRDs, checking cluster status,
and generating new CRD manifests using an LLM backend.

Each menu option corresponds to a specific function
in the script, and the user is prompted for required parameters
such as cluster name, namespace, and resource values. All
user input is validated against regular expressions to ensure
syntactic correctness and prevent malformed API requests.
For standard CRD operations, crdkit performs the following
sequence:

e Validation — The script first checks for the presence
of required tools (kubectl, jq) and verifies that the
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specified Kubernetes namespace exists.

e Existence Check — Before any operation is applied,
the script confirms whether the target CRD
(postgresclusters) exists in the given namespace.

e CRD Mutation — For patching values (e.g., replicas,
volume size), crdkit uses the kubectl patch command
with JSON

e Patch syntax to replace the desired field. This allows
atomic updates without the need to reapply full
manifests.

e Deletion and Status Retrieval — The script supports
the safe deletion of a PostgreSQL CRD after user
confirmation and can retrieve the full YAML definition
of an existing CRD using the' kubectl get' command.

Start

l

Display Menu

Select Option

's v kY \‘

Update Replicas Delete CRD Check Status

. '
— N J —

T ~a a R
— —

Prompt & Validate Inputs

Change Volume
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Prompt for: name, ns,

Namespace Exists?
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Build Prompt & Send to
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Ollama
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[ |
Y ¥
Exit Perform Operation

< { /’ Yy,

— \

Receive YAML & Save

»
Display Result

Fig 1. Flowchart illustrating the operational flow of crdkit.

In addition to these standard operations, crdkit includes an
Al-assisted CRD generation feature using a locally running
LLM served via the Ollama HTTP API. This process involves
the following steps:

e Prompt Construction — Based on user inputs (cluster
name, namespace, replicas, volume size,
PostgreSQL version), the script constructs a prompt
describing the desired CRD in natural language.

e API Request — The prompt is sent as part of a JSON
payload to the Ollama server using curl. The model
specified (e.g., codegemma:7b) processes the input
and returns a YAML string representing the CRD.

e YAML Handling — The output is parsed using jq,
saved to a temporary .yaml file, and then applied
directly to the Kubernetes cluster using kubectl
apply.

e Error Checking — If the LLM fails to return a valid
response or if the CRD fails to apply, appropriate
error messages are displayed, and no changes are
committed.

The overall flow of crdkit is depicted in Fig. 1. Upon
execution, the script initiates a menu-driven interface that
allows the user to select from multiple PostgreSQL CRD
operations. For standard actions such as updating replicas,
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modifying volume size, deleting a cluster, or retrieving status,
the tool performs input validation followed by checks for
namespace and CRD existence. If all conditions are satisfied,
the corresponding kubectt command is executed.
Alternatively, when the LLM-based CRD generation option is
selected, the tool collects high-level configuration parameters
from the user, constructs a prompt, and sends it to a local
Ollama API. The returned YAML is saved to a file and applied
directly to the Kubernetes cluster. In both cases, the result of
the operation is displayed, and control is returned to the main
menu loop.

V. Results

We evaluated crdkit in a local development environment
using Kind configured with the CrunchyData Postgres
Operator and a locally hosted Ollama LLM runtime. The core
functions of the tool—including updating replicas, resizing
persistent volumes, deleting CRDs, and retrieving cluster
status—were tested across multiple PostgreSQL cluster
instances deployed via CRDs. All operations were executed
correctly using kubectl, and the patching logic functioned as
expected via JSON Patch expressions.

use the default pre

e a CRD to update the

Fig 2. Usar prompt in CROKIL CLI for LLM-assisted
generation of a PostgreS0L CRD manifest.

example-ai-generated-crd.yaml x

Frg 3. YAML output generated by the local LLM based on the
user's input prompt

To assess the Al-assisted CRD generation capability, we
executed a series of tests in which users specified input
parameters such as cluster name, namespace, replica count,
volume size, and PostgreSQL version. The resulting YAML
manifests generated by the LLM were syntactically valid and
applied successfully in 9 out of 10 test cases without requiring
modification. Minor formatting adjustments (e.g., whitespace
or extra metadata) were needed in rare cases, but the overall
structure consistently adhered to the expected CRD schema.
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Figure 2 illustrates an example input session where the
user provides natural language instructions to modify a cluster
configuration. Figure 3 shows the corresponding YAML
manifest generated by the local LLM in response to the
prompt. In a comparison between manual authoring and
LLM-assisted generation, the use of crdkit reduced
configuration time by 50-70%, depending on the complexity
of the manifest. For example, creating a three-replica cluster
with a specific storage configuration using the LLM workflow
took under 20 seconds end-to-end, whereas manual YAML
authoring and validation required over one minute.

These results confirm that crdkit delivers reliable
automation for CRD lifecycle operations and effectively
integrates local LLMs to simplify resource generation,
particularly in scenarios where lightweight, scriptable tooling
is preferred over full-fledged operators or Ul-based interfaces.

VI. Conclusion

This work introduces crdkit, a lightweight command-line
utility designed to simplify the management and creation of
PostgreSQL Custom Resources in Kubernetes environments.
By leveraging basic shell scripting with kubectl and jq, crdkit
provides a focused interface for core lifecycle operations such
as scaling, volume resizing, deletion, and status inspection of
CRD-managed PostgreSQL clusters. In addition, the
integration of local large language models through Ollama
enables the generation of syntactically valid CRD manifests
from user-specified parameters, reducing the reliance on
manual YAML authoring and schema navigation.

The tool is intentionally minimal, requiring no external
services or cloud dependencies, and is well-suited for use in
constrained environments, offline clusters, and scenarios
where users need direct, terminal-based control of
Kubernetes resources. Experimental evaluation in a local
Kubernetes environment demonstrated that crdkit can reduce
operational complexity while remaining fully compatible with
existing operator workflows. While crdkit does not aim to
replace full-fledged GitOps systems or Kubernetes-native
controllers, it provides a practical and extensible foundation
for CRD-centric workflows that benefit from local automation
and LLM-driven authoring. Future enhancements may include
diff-based patching, Git integration, support for additional
CRD types, and dynamic schema validation of Al-generated
manifests.
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