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API | API| API |

CONTROL LAYER
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Network Device l I Network Device | l Network Device l
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Abstract

Recent development of Wireless Sensor Network (WSNs) has improved the capability and decrease the
size of the sensor node. The impact of this improvement is the large number of sensors that have to manage by
the WSN Management. In the other hand, Software Defined Network (SDN) has emerged as the future
technology of the network. SDN network management gets supported by OpenFlow Protocol and NetConf
Protocol. In this paper, we propose our WSN Management Framework that incorporates with SDN and
combine the OpenFlow Protocol and NetConf Protocol. Furthermore, we propose the generic architecture of
the WSN Base Station and WSN Node that appropriate with our proposed WSN Management Framework.

Keywords — software-defined network; OpenFlow; NetConf; Wireless Sensor Network, Management;

Configuration

1. Introduction

In recent years, the advancement in micro-electro-
mechanic systems, wireless communication and digital
electronics have developed Wireless Sensor Networks
(WSNs) become powerful and smaller in size. This creates
a smart node with wireless connectivity. This creation leads
to the development of the Internet of Things (l1oT), one of
the emerging technology in future internet. Internet of
Things connects the objects or the things in the physical
world to their virtual representation in the internet.

The number of smart nodes that deployed for loT may
be huge. Although the hardware specification of smart node
has increased significantly, the smart node for loT still have
limitations regarding to computing resources, memory size
and power sources. For power source, smart nodes for 1oT
usually get powered by batteries. This has become

challenges on management framework development for loT.

WSN Management has two objects that have to manage
such as network management and node management.
Network management related to a series of activities,
methods, procedures and tools required to operate a network
[1]. Node management related to discovery, selection and
configuration of smart nodes in the WSN. Most of state-of-
the-art research in IoT Management [1]-[5], focus only to
one object. It causes current loT Management become less
comprehensive.

Another emerging research that provides better network
management system is Software Defined Network (SDN).
SDN separates the control plane and data plane and enabling
programming capability to control and monitor network
data path. SDN simplifies the deployment of new protocols
and applications. SDN has supported by many network
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management protocols. The mostly used currently are
OpenFlow Protocol and NetConf Protocol. OpenFlow
protocol is used to manage the network and NetConf
Protocol is used to manage the network node configuration
in SDN.

In this paper, we describe our initial concept and design
of the Management Framework to incorporate WSN
Technology and SDN to provide comprehensive WSN
Management that have the capability to handle WSN
Network and WSN Smart Nodes. We argue that using the
OpenFlow protocol in SDN can provide a global view of the
network. It will simplify the network management of WSN.
Utilize NetConf Protocol in the SDN will helps to simplify
WSN Smart Node configuration management. Using
NetConf Protocol, we can monitor and reconfigure the smart
nodes that already deployed.

The rest of this paper is organized as follows. In section
I, we overview the capability of OpenFlow Protocol and
NetConf Protocol in SDN. In section Ill, we discuss the
proposed Management Framework for WSN based on
OpenFlow and NetConf. Finally, in Section 1V we present
the conclusion and discuss future work.

2. Network Management Protocol in SDN

Currently, the most network management protocols that
used in SDN are OpenFlow and NetConf. OpenFlow
protocol offers the network management through flow table
manipulation and NetConf protocol offers the network
management through configuration management of large
numbers of networked devices.



A. OpenFlow Protocol in SDN

OpenFlow protocol [6] is already adopts widely by the
network for SDN. OpenFlow is vendor independent so
OpenFlow can be implemented by using any network device
from any vendor. Specification of OpenFlow (OF) describes
an open protocol that allows software applications to
program the flow table of different switches. OpenFlow
consists of three main parts: An OpenFlow compliant switch,
a secure channel and a controller. Figure 1 depicts the main
component of OpenFlow. An OpenFlow Switch contains a
flow table that used to handle the incoming packet. Each
entry in flow table has matching field, counters and
instructions. The incoming packet will be compared with the
entry in the flow table. If there is a match entry, the packet
will be handled based on the instruction contained by that
entry. If there is no match entry, the switch will encapsulate
and forward the packet to the controller. Counter is used to
collect the statistics information of the packets.

A controller is a software program responsible for
managing and manipulating OpenFlow Switch’s Flow
Table. Controller interact with OpenFlow Switches through
a secure channel. Through secure channel, controller sends
control message to the OpenFlow Switches, receive packets
and send packets to the switches [1]. The controller manages
the network by managing and manipulating OpenFlow
Switches’ flow tables. Packet coming into the controller
when this packet has no match in the OpenFlow Switches’
flow table. The controller then process the packet based on
the application or rules defined by the network administrator
or programmer. The result, then sends back to the switch and
modify the OpenFlow Switches’ flow table. OpenFlow
Switches then will use this new flow table to handle next
incoming packets.

Scope of OpenFlow Switch Specification

\ Controller
T |
~~ OpenFlow ‘
Switch |
i OpenFlow
- Protocol »
SSL

2edd

Clients
Figure 1. Components of OpenFlow Protocol [6]

The controller in OpenFlow Protocol provides the
interface or an Application Programming Interface (API)
that can be used by the network administrator to manage the
network. Through this API, network administrator can
collect the status of the network nodes through the packets
that coming into the controller, implement early detection
mechanism for any problem in the network, implement new

12

policies or new routing to the network, and programming
the controller to handle new node in the network. This
capability of OpenFlow controller helps the network
administrator to simplify network management of large
scale network.

B. NetConf Protocol in SDN

NetConf Protocol, defined by RFC 6241 [7], isan IETF
network management protocol that provides mechanisms to
install, manipulate and delete the configuration of network
devices. NetConf protocol provides the ability to write
configuration data to a networked device and collect the data
for a networked device. NetConf protocol uses the Remote
Procedure Call (RPCs) to transmit the configuration data
that encoded in Extensible Markup Language (XML). This
transmission uses a secure and connection oriented protocol
[8].

NetConf Protocol has a simple layered architecture that
shows in figure 2. This layered architecture illustrates the
mechanism of the NetConf Protocol to send or retrieve the
configuration data for networked devices. As shown in
figure 2, secure transport provides secure transport protocol,
end-to-end connectivity and ensure reliable delivery of
messages. On top of secure transport layer, lies a message
layer that uses XML-encoded Remote Procedure Calls
(RPCs) for framing request and response messages. This
message layer provides a mechanism for encoding of RPC
calls and notifications. The operation layer provides specific
operations to manipulate configuration state and content
layer consists of configuration and state data which is XML-
encoded. The operation layer and content layer use data
modelling language to model configuration and state data
manipulated, called YANG.

Content
(Configuration Data, Notification Data)

Operations
(<get>, <get-config>, <edit-config>, ...

Messages
(<rpe>, <rpc-reply>, <notification>)

Secure transports
(SSH, TLS, BEEPES?
SOAP/HTTP/TLS, ..))

Figure 2. NetConf Protocol Layer

Figure 3 shows the scenario of NetConf Protocol
deployment. This scenario uses the assumption that a
network-wide configuration or policy system uses the
NetConf protocol to push configuration changes to NetConf
enabled devices. In this deployment NetConf Server and
NetConf Client is used interchangeably. NetConf client



resides in NetConf policy manager and acting as policy
decision point. This node will request the status of each
client or deploy the configuration to each client through
NetConf Server that resides in the NetConf enabled devices.
NetConf server acting as a policy enforcement to the
managed devices.

NETCONF policy manager

i

NETCONF CLI

cu

Client

- | Client }

BN
Server Server Sewer—l
Instrumentation ‘ Instrumentation ‘ I Instrumentation ‘

NETCONF device

Figure 3. NetConf Deployment Scenario [8]

NETCONF device NETCONF device

3. WSN Management Framework based on
OpenFlow and NetConf

In the previous section, we have already describe the

concept and mechanism of OpenFlow and NetConf protocol.

Each protocol has their own function. OpenFlow Protocol
focus on how to manage the network, meanwhile NetConf
Protocol focus on managing the configuration of network
node. These protocols can be adopted into the WSN
Management Framework to provide comprehensive
management that can manage the network and the node of
WSN.

In this section, we propose our initial work of WSN

Management that combine OpenFlow and NetConf protocol.

We will show that our management framework has the
comprehensive function to manage the network and node of
WSN.

A. Management Framework based on OpenFlow and
NetConf Protocol

In our proposed management framework, we defined
the architecture of the WSN Base Station that act as the
Controller and WSN Smart Node as shown in figure 4.

M Routing
Table
A Y
Sove B o
Server Daemon Agent
'y v
|¥ Config
PLELEED  Middleware

WSN Node

(b)

Figure 4. (a) Architecture of WSN Base Station and
(b) Architecture of WSN Node
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WSN Base Station and WSN Node communicate each
other using wireless medium. In WSN Base Station, on top
of the Network Operating System, there are Middleware
Layer and Application Layer. Middleware and Application
Layer become our focus on WSN Base Station Architecture.
In WSN Node, on top of Network Operating System, there
is an application layer that running the modules that
enabling WSN Node as SDN Node. Modules that running
in the application layer of WSN Node such as NetConf
Server, AODV Daemon, OpenFlow Agent and Routing
Table.

1. Middleware of WSN Base Station

Middleware Layer of WSN Base Station enabling the

Base Station to act as SDN Controller. Inside the

middleware layer, there are modules that provide the

control for base station and simple interface for the

Application Layer to define the flow table.

e  Manager
This module is responsible for managing the
network and the node of WSN. Since we have
different protocol for network and node
management, Manager Module gets supported by
OpenFlow Controller and NetConf Client. From
OpenFlow Controller, Manager Module will get
information about network topology and state.
From NetConf Client, Manager Module will get
information about the configuration state of each
node including resource status. That information
then can be accessed by the Application when
needed.
Manager module also provides the interface for
Application to interact with OpenFlow Controller
and NetConf Client. Manager module responsible
for translating the request from Application
whether it is network management request or node
management request. If the request is about
network management, manager module will
forward the request to OpenFlow Controller and if
the request is about node configuration
management, manager module will forward the
request to NetConf Client. Manager module also
can monitor the status of every node from config
database.
This function of the manager module allows easier
deployment of new protocol and functionalities,
network  visualization and  management,
monitoring the state of the node and deployment of
new node configuration.

e  OpenFlow Controller
OpenFlow Controller is part of the OpenFlow
Protocol in our management framework.
OpenFlow Controller maintains the network of
WSN through its Flow Table. OpenFlow
Controller provides the global view of WSN
Network to the Manager Module and update the
flow table to change the network based on request
application that’s coming from manager module.

e Flow Table
Flow table module is also part of the OpenFlow



Protocol that responsible to store the flow tables
defined through the OpenFlow Controller for every
node of WSN. At the first time, Flow Table is
updated by Mapper module and after that, this flow
table only can be updated by the command from
the OpenFlow Controller. OpenFlow Controller
treats every incoming packet based on the rules in
the flow table.
e NetConf Client

The NetConf Client module is part of the NetConf
protocol that responsible to manage the
configuration of the node. NetConf Client monitors
the configuration status of every node through
config database. If there are configuration change
request come from the manager module, NetConf
Client will set the appropriate node configuration

and send it to every node through NetConf Protocol.

e Config Database
The Config Database module is part of the NetConf
Protocol that responsible to store the configuration
status of every node in WSN. This Config
Database only can be updated by the NetConf
Client. However, it can be accessed by the manager
to provide the status information of every node to
the manager module.

e  Mapper
Mapper module responsible in the initial step when
the WSN is deployed in the first time. Mapper
implements routing protocol of WSN to find out a
path from base station to every node. After finding
out the path for every node in the WSN, the mapper
will update the Flow Table module. From this
information, Flow Table will contain the current
path or rules for every node and monitor these rules
for maintaining the network.

Application Layer of WSN Base Station

Application layer was designed for network

administrator to specify the functionality of the WSN.

With application layer, network administrator can

monitor and update the network of WSN and also

configure the node base on the needs.

Application Layer of WSN Node

Application Layer of WSN Node was designed to

respond any command or request that comes from WSN

Base Station. In Application Layer of WSN Node, there

are module such as OpenFlow Agent, AODV Daemon,

NetConf Server and Routing Table. The function of

each module as follows.

e  OpenFlow Agent
OpenFlow Agent in every node of WSN is needed
to enable communication between WSN Node to
the WSN Base Station. This module is part of
OpenFlow Protocol. OpenFlow Agent responsible
to forward the packet based on rules in its routing
table or update the rules based on instruction
coming from the OpenFlow Controller of WSN
Base Station.

e Routing Table
The Routing Table module in WSN Node is
responsible to stores the rules related to the node
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only. This routing table is used to define the
forwarding path that out of the node. This routing
table only can be updated by the OpenFlow Agent
based on instruction from the OpenFlow Controller
of WSN Base Station.

e AODV Daemon
AODV daemon is the module that responsible to
implement a routing protocol at the initial step
when the WSN just deployed. This daemon
implements an AODV routing algorithm to find
out the path from the node to the WSN Base Node.
After finding out the path from the node to the
WSN Base Node, this module will update its own
routing table and maintain it.

e NetConf Server
NetConf Server is part of the NetConf protocol that
responsibility to serve the request that comes from
the NetConf Client module of the WSN Base
Station. NetConf server is the execution part of
NetConf Protocol. If the NetConf Client module of
the WSN Base Station request for any
configuration state of the node, NetConf Server
will collect the configuration state of the node and
send it to the NetConf Client of WSN Base Station.
If there is any request from the NetConf Client of
WSN Base Station to change the configuration of
the node, NetConf Server will respond it, accept
the changes from NetConf Client and execute it to
update the node configuration.

B. Scenario of WSN Management Framework

Figure 5. shows the scenario of our WSN Management
Framework.

=
=

Figure 5. Scenario of WSN Management Framework

As depicted in figure 5, our scenario consists of the
WSN Base Station that act as WSN Controller and WSN
Node. At the first deployment of the WSN, each WSN Node
will implement an AODV routing algorithm to find out the
path to the WSN Base Station. This action is running by
AODV Agent module for each WSN Node and Mapper in
WSN Base Station. After the path from every WSN node to
WSN Base Station is established, each routing table of every
node is updated to stores the rules of each node. Flow Table
in WSN Base Station is updated to get the global view of the
WSN Network.



Then the NetConf Server of every node sends the
configuration state of each node to update the Configuration
Database in WSN Base Station. Now Configuration
Database in WSN Base Station has the information about
initial configuration for every node in the WSN. After that,
manager module of the WSN Base Station takes over the
jobs to monitor and maintain the network and the node of
the WSN.

4. Conclusion and Future Works

This paper proposed our initial effort to develop a
comprehensive  WSN Management Framework that
manages the network and the node of WSN. In our
framework, we combine OpenFlow Protocol and NetConf
Protocol from the SDN. With support by OpenFlow
Protocol, our framework can manage the network of SDN.
Utilize NetConf Protocol, our framework can manage the
configuration management of every node in the WSN. We
also provide the architecture of the WSN Base Station and
WSN Node to support our management framework.

Our initial effort has shown that the combination of
OpenFlow Protocol and NetConf Protocol has the
possibility to provide a comprehensive 1oT Management
Framework that did not only focus on the Network
Management but also Node Configuration Management.
However, the efficiency and the impact of this combination
into the overall performance of the WSN needs further
research and investigation. This is our future work to
develop the real test bed for the proposed framework to
evaluate the efficiency and the impact to the performance of
the WSN.
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Signature = {Header, Contents, Weight, Score}

Procedure: Calculation of Score
Input: Current Signatures, total GT traffic
Output: Cumulative Score by Signatures

1: | foreach signature S in OldSignatureSet do
2: foreach flow F in GTtrafficSet do

3 if (identified(S,F) == 1) then

4: S.CumulativeScore = 0; break;

5: end

6: end

7. S.CumulativeScore + +;

8: | end

3@ = 1. Score A g
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With the fast developing growth of information technology, more and more network functions
connecting each others are more popular. In order to efficiently manage emerging concept of the network
which allows any object in the real world is connected together at anywhere and anytime through the
integration of object identification, interaction, and information gathering technologies. Besides, IP
Multimedia Subsystem (IMS) is an architectural framework for delivering IP-based information to users.
Thus, Internet of things and IP Multimedia Subsystem (loT-IMS) communication platform can provide a
convenient way to efficiently deploy a novel application service to users. In this paper, an 10T information
gateway is proposed to effectively collect and manage sensor data in 10T-IMS communication platform. Thus,
I0T-IMS communication platform can provide a convenient way to efficiently deploy a novel application
service to users. Through the 10T Application Service Scenario, people can be easily to observe and manage

gathering devices information in a unified mode.

1. Introduction

With the rapid development of information and
technologies, objects and things, actuators and things, are
more and more equipped with communicating modules to
connect the various types of wireless, wired, and mobile
networks.

Internet of things (loT) allows objects in the real world
can be connected together at anywhere and anytime
through the integration of object identification and
interaction technologies [1]. For providing a convenient
approach to access thing information, a novel and unified
application service is needed. The framework of IP
Multimedia Subsystem (IMS)-based Application Service
(AS) can be fit the design requirement. In our previous
background, we have developed loT-enabled IMS-based
ASs which is considered to integrate with identification
and interaction among things [3, 4].

10T Information Gateway (I1G) can collect the raw data
from devices such as 10T devices, produce abstract-level
meaningful loT information from the raw data of the
devices, and even make a reasonable decision to do some
actions among the collected raw data information.

The user’s applications can easily to retrieve the
meaningful raw data information from 1IG via an loT-
enable AS in 10T-IMS communication platform.

2. Related Works and Research Back Grounds

As for service discovery, the Constrained RESTful
Environments (CoRE WG) has defined a mechanism
denoted as Resource Directory (RD), to be adopted in loT
applications. The use of RD is necessary because of the
impracticality of a direct resource discovery, due to the
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presence of duty-cycled nodes and unstable links in LINSs.
The registration of a resource in the RD is performed a
HTTP/ POST request to the RD, while the discovery can
be accomplished by issuing a GET request to the well-
known/core URI. This discovery mechanism is totally self-
contained in Constrained Application Protocol (CoAP) as
it uses only CoAP messages.

The adoption of the Session Initiation Protocol (SIP)
provides an alternative mechanism to register resources on
a RD, which may be also called Constrained of the Session
Initiation Protocol (CoSIP) Registrar Service. The
advantage of using a CoSIP based registration mechanism
is that it might be possible to register resources other than
those reachable through Constrained Application Protocol
(CoAP), thus providing a scalable and generic mechanism
for service discovery in constrained applications with a
higher degree of expressiveness, such as setting an
expiration time for the registration[9].

User
Agent

L

Environmental Information
Application Service

% e

(V)
<

loT Device

IoT Gateway
Application
Service

5
Figure 1.An AS acting as 10T gateway in 10T-IMS
Communication Platform

loT Device



The 10T-IMS communication platform although the
perceptual layer can deliver the sensing information
obtaining from sensors to related 10T applications via the
network layer, the collected sensing information may be
transmitted individually [7]. It will lead the transmission
overhead of delivering sensing information. Figure 1 show
an loT gateway can efficiently collect and unite the sensing
information to throttle the traffic flow of sensing
information among loT devices and corresponding
applications [8]. The gateway is a key component for
collecting, recording and forwarding sensing data obtained
from the devices.

The loT gateway also acts as a proxy perception layer
and network layer towards the loT things that are
connected to it. The common features of loT gateway
should be included multiple interfaces, protocol conversion,
and manageability [5]. Therefore, a well-designed loT
gateway is programmable for efficiently aggregating raw
data information dissemination from perception layer to
the network layer [2].

3. The framework of 11G acting as an loT-
IMS AS

In this section, the loT-enable application service
technology will be adopted to design the 10T information
gateway (I1G) collecting and managing the sensing data
among loT things in order to reduce the traffic flow of
delivering sensing information in the 10T-IMS
communication platform. The proposed 11G framework is
depicted in Figure 2.

S-CSCF ﬁ
\

~ 2
8

USER
Figure 2. The framework of 11G acting as an 10T-IMS
AS
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The functional modules of proposed loT-enable of 11G
are shown in Figure 3. The majority of 1IG are four
modules: 10T SIP Register Service, Sensing Data
Collection, Information Aggregation, and Information
modules. For control message forwarding to the IoT device,
The remainder modules of 11G are used to context-aware
computing through things interaction to achieve the thing
intelligence in 10T-IMS communication platforms.
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Application Service of loT Information Gateway
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Figure 3. Functional modules of loT-enable Applic
at-ion Service of 11G

Raw Data Collection module is responsible for
collecting the sensing raw data from the devices in the
perception layer. Information Aggregation module
aggregates various types of raw data into a compact mode.
In order to encapsulate aggregated information in a
readable fashion. The 10T Information Abstraction module
is responsible for converting the 10T sensing. Raw data is
used to the meaningful 10T information for conveniently
examining and realizing the meaning of loT raw data
information. The Assemblage Engine module analyzes the
information to summarize the suggesting results based on
context rules. The Making Decision module will refer the
suggesting results to make some decision to trigger some
event occurrences or due to some actions through the
Action and Event module. The loT SIP Register Service
module is though the SIP header and identification of 10T
information.

The 1IG retains the feature of context-awareness [6].
It can easily integrate the ubiquitous and pervasive
computing to realize the smart intelligence in 10T networks.

Figure 4 shows a request of sensing information from
user carried by a SIP MESSAGE. To carry the aggregated
sensing raw data between devices and 1IG, it adopts the
SIP "MESSAGE" and "200 OK" messages to encapsulate
the requests and responses of sensing information
respectively. A specific tag header, called "EVENT", is
also embedded into the SIP "MESSAGE" and 200 OK"
messages to identify and extract the sensing information
from SIP messages based on the "EVENT" tag.



MESSAGE sipriot-devices SIP/2.0

Via: SIP/2.0/UDP 220.68.65.162:5060;branch=z8h
From:<sip:devices@iot-imskorearech>;tag=31415
Te: <sipiot-ims-as>

Call-ID: apb304a84ssifaser2led3aj22

Cseq: 3584 MESSAGE

Contact: iot-device id

Address of record: iot-device id<d1,d2,d3>
Route:<sipiorig@s-cschiot-ims koreatech:5060;1r>
Event: iot-device

<2xml version="1.0"encoding="UTF-8"?>

<loT_Information_Gateway type="request"id="1"time="4294967295">
<iot-device id="d1">

<iot-device id="d2">

<iot-device id="d3">

</loT_Information_Gateway>

Figure 4. A request of sensing information from user
carried by a SIP MESSAGE

Figure 5 shows a complete service registration and 10T
Application Scenarios by CoSIP. A network element,
denoted as "loT Information Gateway", which includes
also a HTTP/CoAP proxy, which can be used by nodes
residing outside the constrained network to access CoAP
services. CoSIP allows smart objects to register the
services they provide to populate an loT SIP Register
Service, which serves as a RD. The terms "loT SIP
Register Service" and "Resource Directory" are here
interchangeable. Upon receiving the registration request,
the Registrar Server stores the Address of Record (AoR)
to Contact Address mapping in a Location Database and
then sends a 200 OK response.

Application Service of loT Information Scenario

CoSIP/1.0 200 OK
To: <coaps//infoteldomain/service>
From:< coap://domain/service >
Cuntact::<(oap:lflp(s:port(s/servi[
ex

loT Information
Gateway

Expries:time Device

Domain

Device 1

loT-IMS
Application
Server

o o 10T SIP Registrar [ St
Service

REGISTER cosip:IPGW:portGW
CoSIP/1.0
To:<coapy//infoteldomain/service >
From:< coap://domain/service >
Cunhd::<coap://lp(s:port(s!servi:e>
Expries:time

Figure 5. 10T Application Service Scenario

The depicted Application Service of Information
scenarios  consider as  several  Subscribe/Notify
interactions: the notifications can be either send by an loT-
IMS Application Server and an loT information Gateway,
subscribers can be mobile users. Let’s assume that the
notifiers have registered with their loT CoSIP Registrar
Service. (This step is also denoted as the Publishing phase
in a typical Subscribe/Notify scenario). The standard
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subscription/notification procedure is the following:

1. The subscriber sends a request to the user, and
specifying the service events.

2. The user stores the subscriber’s and event inform
ation and sends a 200 OK response to the subscr
iber.

3. Whenever the user’ s state changes, it sends a m
essage to the subscriber.

4. The subscriber sends a 200 OK response back to
the user.

4. Conclusion

10T Information Gateway (l1G) is also developed to
collect the changes of sensing information obtaining from
the 10T devices and the changes of environmental statuses.
It also set some triggering events according the changes of
10T sensing information located in the environment for sen
-sing the effects of context-awareness. Therefore, it can
easily to organize a scenario environment to service the
things interaction and observe the effects of the IIG AS in
10T-IMS communication fashion. We believe that the next
step in the field of Internet of Things (I0T) is to realize a
virtual computing platform that provides access to
heterogeneous group of device resources present in our
environments.

In this paper, an loT information gateway is proposed
to effectively collect and manage data in l0T-IMS
communication platform. Thus, 10T-IMS communication
platform can provide a convenient way to efficiently
deploy a novel application service to the device users.
Through the 11G, mobile users can easily observe and
manage gathering information in a unified mode. . Through
the loT Application Service Scenario, people can easily
observe and manage gathering devices information in a
unified mode.
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Output : FTPRules

1: For each Flow in Flows do
2: makeFTPList(protocol, dIP, dPort,

sIP, sPort, duration)

3: end for
4.
5: For each Flow in Flows do
6: FTPRuleGeneration(protocol, dIP, dPort,
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7: End for
8:
9: makeFTPList:
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12:
13:  FTPRuleGeneration:
14: ifslPand dIP & FTPList
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16:
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19:
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22: End for
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C={c | cis single substring in a payload}

P={p | p is a subset of C, p appears in a packet}

F={f | fis subset of P, f appears in a flow}
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g S&o U T e EAE F 9 NEF
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Abstract

Cloud Computing enables on-demand access to a number of computing and storage resources,
provisioned as a service to the end users. Cloud eco-system has become a popular choice for scientific
research collaborations, where cloud services can be deployed by different service providers, at distributed
locations, using different middleware software stacks, thereby creating a heterogeneous eco-system. Apart
from the highly powerful computational resources and efficient network infrastructure needed to support
these data intensive application, there is a need for a robust federated identity management system for
seamless communication and resource sharing between the heterogeneous cloud systems. In the present work,
we aim at exploring the features and challenges associated with the identity federation support in the
OpenStack software platform. We will discuss in brief about the evolution of keystone, the identity
management module of OpenStack, from a purely backend based service to a more flexible version, capable
of supporting external authentication. In addition, we will discuss some of the shortcomings in the existing

module and discuss some possible solutions.
1. Introduction

Cloud computing offers an on-demand ubiquitous
access to a set of hardware and software resources,
including servers, storage, networks, applications, services,
etc.,, that can be accessed remotely with minimum
management overhead. Through the use of virtualization
and resource sharing, it allows a large number of users to
be served using a small set of physical resources, located
remotely at centralized or distributed locations [1]. It is
being widely used in academia as well as industry.

Cloud eco-system has become a popular choice for
scientific research collaborations, where cloud services can
be deployed by different service providers, at distributed
locations, using different middleware software stacks,
thereby creating a heterogeneous eco-system. Scientific
research collaboration is very important for large scale
research applications such as astronomy, medical science,
bioinformatics, nuclear physics, computational science,
and so on. These applications are highly resource intensive
and need high computation power as well as high
performance networks as infrastructure. Processing large
volumes of scientific data might require high performance
supercomputers, which have a huge hardware and
maintenance cost associated with them. Also, there is a
need of suitably skilled man-power to operate these
resources. In addition to the computational hardware, there
is need of high speed reliable network for sharing data
among the peer groups for the purpose of active
collaboration. As the researchers from different parts of the
world might generally be located at different geographical
location, this can lead to additional complexities. Apart
from the highly powerful computational resources and
efficient network infrastructure needed to support these
data intensive application, there is a need for a robust

Federated ldentity Management (FIM) system for seamless
communication and resource sharing between the
heterogeneous cloud systems.

In the existing studies related to the optimization of
cloud infrastructure for supporting scientific collaboration,
people have mostly focused on the performance related
issues. However, in a distributed environment where
different resource providers might be using different
hardware and software stacks, identity management is a
challenging issue. Federated Identity Management is
related to the authentication and authorization of resources
and defining access policies. ldentity federation plays a
key role in a scientific collaborative environment as all the
other services including resource provisioning, accounting
and brokering etc will be dependent on it.

In the current work, we will focus on the OpenStack
cloud software and discuss in brief about its identity
module- Keystone. We will provide a brief overview of the
currently supported services and the existing challenges
that need to be addressed for seamless federation between
heterogeneous cloud systems. The rest of paper is
organized as follows: Section 2 provides a brief overview
of the keystone architecture; Section 3 will describe the
keystone external authentication and the related work;
Section 4 includes the overview of the existing issues in
Openstack identity federation and a brief overview of the
proposed solutions based on the concept of Virtual
Organizations (VO).

2. Openstack ldentity Service — Keystone

Openstack is an open source cloud software platform
that focuses on providing Infrastructure as a Service (1aaS)
through a set of services: Horizon (the dashboard), Nova
(compute service), Neutron (networking module), Swift

o= KISTI FFHAF T 7] FHSF A5 A= B F 285 K-16-L01-C02-S03) #/H 2= TdH Hw1/1.
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(object storage), Cinder (block storage), Keystone (identity
service), Glance (image service), Ceilometer (telemetry),
Heat (orchestration) and Trove (database service), etc [2].

Keystone (Openstack Identity Service)

Keystone is the identity service of OpenStack that
provides identity management and serves as an entry point
for all the other services. It is organized as a group of
internal services (as shown in Figure 1) exposed on one or
more endpoints. The identity service performs the
credential validation and provides metadata about the users,
groups, etc. The token service is responsible for validation
and management of tokens for authentication requests after
the credentials have been verified by the identity service.
The Catalog service provides endpoint registry for
discovery of other OpenStack services. The Policy service
provides an engine for rule-based authorization and the
associated interface for rule management [3].

Keystone
(Service and Admin APIs)

—
[ | | |

Identity Token Catalog Policy

Figurel: Keystone Internal Services

When a user wants to access any Openstack service,
he will provide the username and password to the
Keystone, along with the request for the resources he wants
to access. If the credentials are valid, then a scoped token
is generated based on the project that the users wants to
access. If the user does not specify the project he wants to
access, then an un-scoped token will be generated, along
with the catalog of services to choose from. This unscoped
token can then be exchanged for a scoped token when the
user specifies a particular project. After a scoped token is
generated, the user can choose the service endpoint and
forward the request along with the scoped token. Then the
token is validated based on the trust relationship between
the keystone and other Openstack services and if valid, the
user request will be granted ( as shown in Figure 2).

Other Openstack
""""" Services (compute,

storage, etc.)

Credentials
(username, password)

2 Token i Requestfor

Service using
the Token

Figure 2: Keystone Authentication and Authorization
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3. External Authentication Using Keystone

The traditional keystone implementation is centralized
and has a number of limitations. Every time a new user
enters the system, he has to be manually enrolled into the
database by the Openstack admin, using the Horizon or the
command line interface. This task can be tedious in case of
a large number of users. Hence the traditional identity
service is inefficient. In addition, unlike the traditional
cloud systems, a federated cloud environment involves
inter-cloud interactions, and hence there is a need of
Federated Identity Management to enable authentication
and authorization across the whole federated environment
using a single set of credentials.

In order to address the above issue, a number of
methods were proposed [4][5] etc. In case of [4], the
authors proposed a framework for adding protocol
independent identity management to Openstack so that
existing Federated ldentity Management protocols such as
SAML could be integrated with the Keystone. One
drawback of this solution was that relied on the SAML
libraries to implement their own SAML functionalities and
did not re-use the existing middleware to handle
Shibboleth requests and assertions. Another solution,
proposed by the researchers from CERN and IBM was
based on WebSSO [5], a protocol independent federation
module that works well with SAML, OpenID and other
identity federation protocols. The external authentication
support was standardized and available in OpenStack from
the Juno release onwards [6]. It basically consisted of three
entities: The Service Provider (SP), the Identity Provider
(1dP) and the assertions, containing information about the
users, as provided by the IdPs, as shown in Figure 3.

Testshib IdP

Identity
Provider

Servic€
Provider

End User

Figure 3: External Authentication in Keystone

The user request to login (1) is redirected to external
IdP (2). The user is prompted to enter the credentials (3)
and after the successful login (4), the user is redirected
back to the SP (5), along with the attributes that are
asserted by the 1dP. These attributes are then mapped to the
keystone internal users and groups to provide access to the
Openstack services. In this case, the keystone is run under
Apache HTTPD and external protocols implementations
such as Shibboleth, Mellon, OpenlD connect, etc can be
installed and configured to be used for external
authentication. Later on, the Keystone-to-keystone
federation was also included, where one of the keystones
was configured as the identity provider and the other as the
service provider.



4. Identity Federation using the concept of VOMS

In the case of external authentication support in
Openstack, there are a number of limitations that need to
be addressed in the future. Firstly, in the current
implementation, the user access rights are decided based
on the group that they are mapped to, depending on the
attributes asserted by the external IdPs. There is a single
mapping defined per protocol for each IdP. However, not
all the users from a single IdP may need same access right
and different users from different IdPs may need same
access rights. The standard authentication protocols such as
SAML provide a set of attributes based on a single
organization or institute, and do not provide the group
information for assigning same access rights to users from
different organizations, but belonging to a single
collaboration. In addition, in the case of heterogeneous
cloud environment, where different resource providers use
different middleware software stack such as OpenStack,
Cloudstack, OpenNebula, etc., there is a need for a robust
federation management that can provide authentication and
authorize access to services across different cloud systems
in collaboration.

To address the above issues, a number of solutions
have been proposed based on the concept of Virtual
Organizations (VOs) and  Virtual  Organization
Management Systems (VOMS) [7][8][9]. The concept of
VVOMS has been adopted from the grid environment, where
the concept of VO was used in the multi-organization
scientific collaborations to decide the user membership
information based on an abstract group and not bounded by
any particular organization [10]. In [7], Chadwick used the
concept of federation attribute mapping to form VO groups
and roles. Since the VO admin may not know what unique
attributes will be asserted by the 1dPs for each VO member,
they proposed the use of VO role registration, where the
VOs are generated by the admin and the group password is
sent to the member of VO, out of the band. Hence, after the
users have successfully authenticated through their
respective 1dPs, they can request to join a VO by providing
the correct password. This solution is based on the set to
set mapping of the attributes, which is complex to
implement and requires a specialized API to be integrated
into the current Openstack implementation. In another
solution proposed in Heder et al [8], the SP is configured to
retriecve  information from independent  Attribute
Authorities (AAs). The Shibboleth SP collects all the
attributes from the 1dPs and the AAs, and forwards them to
the module called regisite by making the use of
SessionHook capability in Shibboleth. Based on the
entitlement information received from the AAs, the regisite
creates new users and/or tenants or update the existing
users, tenants or roles. In this way, it creates and updated
the user information in the backend, instead of creating
ephemeral users as in the case of normal external
authentication in Keystone. Some of the issues related to
this approach include the implementation complexity,
freeing up of resources when a user no longer exists,
enabling command line access, etc. In [9], the authors
proposed the use of WSGI filters to integrate VOMS with
the keystone external authentication. In this case, the user
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authenticates using the VOMS proxy against the HTTPD
server. On successful authentication, the mapping between
the VOMS attributes (for example Distinguished Name
DN, VO groups, VO roles, etc) and the local Openstack
tenants is done to support the group based authorization.
This solution is based on the standard VOMS, and hence
can be useful in integrating heterogeneous cloud systems
for collaborative research.

5. Conclusion

In this paper, we discussed various issues related to
the Federated ldentity Management in scientific cloud
based collaborations involving heterogeneous cloud
systems. The present work was focused on the evolution of
identity management in the OpenStack cloud software
from the traditional identity service purely based on the
backend, to a more flexible external authentication support.
We also discussed some of the issues in the current
Federated Identity Management system of OpenStack, and
discussed some of the proposed solution. The present work
is aimed at providing an insight into the various design
issues and ongoing work related to the OpenStack’s
identity management module. As a part of the future work,
we aim at implementing a flexible solution in RealLab
[11][12], which currently supports high performance
collaborative research over the KREONET network [13].
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