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Traffic Engineering

*= Google B4: IDC 7 Elephant traffic 2t2| [SigComm13]
= OIO[E/dIH 7+ HA:16 2,46 23
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Figure 14: Utilization and drops for a site-to-site edge.
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*= @ IPTV Service Assurance using OpenFlow [Waina13]
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Cloud #1

*= Network Slicing ( ~= virtualization)

Server Virtualization Network Virtualization

wall

gl gy e \-Topology

Memory
CPU
3 P-Topology
O * Physical
= |2
= |3

\ Server

Virtualization of the hardware per
VM tenant. Replication of
hardware constructs as virtual
hardware.

No virtualization of hardware.
Encapsulation of traffic on existing
infrastructure.
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*= Efficient Traffic forwarding

East-West Layer 3 / Same host

Before NSX With NSX

Distributed Logical Routing

Nexus 7000 Nexus 7000

ucCs a UCS Fabric A I UCS Fabric B I

e

UCS Bladey

vswitch

UCs Blade 1 )
14

————————
o

4 wire hops
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*= CloudWatcher (~= Secure Routing)

1. Shortest

2. Shortest
Through

3. Shortest
Inline
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Cloud #4

*= VM Migration

VM Live Migration: ProgrammableFlow Use Case from PlugFest

(1) VM2 moves to wSwitch2.

OFS3 OFS4 ’

C _'_‘_‘> C vewichz__
s

Va1 VM2

P

[2) Acontroller sets new flow entries for between VM2 and VM1

r\-s ©MEG Corparation 2012 tmpoweres by weovesn NJIEQC
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*s= Configuring the network for Hadoop [HotSDN12]
"= Aware of BigData traffic class

*= Bulk transfer
*= Data aggregation/partitioning

*= Control: default shortest path

Aggregation

Aggregation
tree topology

Figure 2: An Example of 8-to-1 Aggregation Figure 3: 8-to-4 Shuffling Using Torus Topology
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*= Security in SDN

% BT CEX O
*= Packet Flooding attack
*= Rule Conflict & Dynamic Flow tunneling

*= Ref) http://sdnsecurity.org

"= Security with SDN
= 7|& HOot 2&/FH|Z SDN 7|&2 M7 L CHH|
*= Firewall
"= DDoS detection
"= Scan detection
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*= VeriFlow

Complex
interactions

Misconfigurations

Unforeseen bugs

Difficult to test
the entire
network state
space before

http://groups.geni.net/geni/chrome/site/thumbnails/ de P l oyme nt
wiki/TangoGENI/OF-VLAN3715_1000.jpg
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DDoS mitigation

*= radware: DefenseFlow
*= SDN Based Network DDoS, Application DoS and APT Protection
*= One of 5 finalists for ONS Idol 2014
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Flow monitoring

*= Lancope: StealthWatch System

World Map Lancope Internal
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Domain Corm:l_

T7nbps

L a n C 0 p e Desktops an;iwireless

New Flows Initiated 18.79 bps

Host Group Relationship Service Traffic, Group to Group
High Cancern Index

Inside Hosts

2M+

Traffic (bps)

Lancope Service Status ERl® « ° B) ki M4

High Concern Index
6M+

o )

High Concern Index  [§ers &M T T T T T T T T T T T T
01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00
[ ipsec-nat-t @ dns [ http M isakmp
. O https O ssh M esp & smtp
Domain Controll Outside Hosts @ dnstep [ Undefined TCP [ Others

Last refreshed: Feb 3, 2011 12:59:47 PM - Next refresh in 0:33
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Service Interface for Collocation
On-demand VNF service, low OPEX

(2
s —

Hybrid VNF Service for Public/Private Cloud

Distributed service with software VNF

Hardware accelerated service leveraging ASIC in switching chip

Traffic Engineering, Monitoring and Auditing
[Server-Switch HW]

Buffering and smart ECMP over racks
Per-tenant traffic monitoring and auditing by routing with VNID (VXLAN)

ST

|

e A% | |
LB NFV &34 & ’51|%

Chl AR
VPN
MH #

MH &
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UL

» Service Consolidation Appliance for Various Networks
— Data Centers, Mobile Network, Enterprise Network, Campus Network, ...

— Lower CAPEX by service consolidation
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RaagcC metwork _

* Network Management as a Service for Retails and Enterprise Branches
— Remote network management

— Needs to scale up or down depending on target vVCPE markets

@ Web Client

e . / "",

W‘/
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21E] Yl Overlay U E ¢ = “im'm "o
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« Light Weight EPC for Enterprise EPC and Disaster Network
— EPC + Port Density in a single box, can be carried by a person
— Military Network, Disaster Network
— Enterprise LTE Network

|'""""""""""""""""""'T .............
| Enterprise Network :
I |
VM VM :
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» Various VAS for 4G and beyond
— E.g. LBO(Local BreakOut) with routing based on TEID in GTP
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ABSTRACT

Within the hierarchy of the Software Defined Network (SDN) net-
work stack, the control layer operates as the critical middleware fa-
cilitator of interactions between the data plane and the network ap-
plications, which govern flow routing decisions. In the OpenFlow
implementation of the SDN model, the control layer, commonly re-
ferred to as a network operating system (NOS), has been realized
by a range of competing implementations that offer various per-
formance and functionality advantages: Floodlight [11], POX [30],
NOX [14], and ONIX [I8]. In this paper we focus on the ques-
tion of control layer resilience, when rapidly developed prototype
network applications go awry, or third-party network applications
incorporate unexpected vulnerabilities, fatal instabilities, or even
malicious logic. We demonstrate how simple and common failures
in a network application may lead to loss of the control layer, and
in effect, loss of network control.

To address these concerns we present the ROSEMARY controller,
which implements a network application containment and resilience
strategy based around the notion of spawning applications indepen-
dently within a micro-NOS. ROSEMARY distinguishes itself by its
blend of process containment, resource utilization monitoring, and
an application permission structure, all designed to prevent com-
mon failures of network applications from halting operation of the
SDN Stack. We present our design and implementation of ROSE-
MARY, along with an extensive evaluation of its performance rel-
ative to several of the mostly well-known and widely used con-

25
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1. INTRODUCTION

At the center of the growing emergence of the SDN paradigm
is the notion of giving control of network flow routing decisions
t0 a globally intelligent view, hosted above the data plane, that is
able to coordinate across network components. SDNs enable this
intelligence to be written in software, as nerwork applications, us-
ing open APIs that better facilitate agile development and perhaps
faster network innovations.

The OpenFlow stack is an embodiment of this notion. It offers
a dramatic shift from the proprietary closed control layer of tradi-
tional network switches, to one in which the control layer exports
both the API and the data plane abstractions necessary to facilitate
a wide range of network applications. The introduction of the term
network operating system (NOS) was born from the recognition of
how the OpenFlow control layer provides network application de-
velopers with programming abstractions necessary to control the
network data-plane hardware. The control layer provides interface
and abstraction in a role analogous to that of operating systems,
which provide software developers an appropriate abstraction for
interacting with a host computer. Here, we will follow and ex-
tend this analogy, and will use the term network operating systems
NOSs) and OpenFlow controllers interchangeably.
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Southbound API
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Athene Clustering Architecture

Dynamic Service Chaining:
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Physical & Logical Scaling <

Parallel Connection Method
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VNF: Virtual Network Function

L7 Load Balancer (HTTP/HTTPS/SSL)
- AAI7HE VNF
+ 3rd Party: I}0[ 23 ADC
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- AFAI7HE VNF Py
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* 3rd Party: SECUI L2VPN
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Athene on Commodity SIE 9|

x86 based Commodity Server

Basic SPEC.
Case Type: 1U Rack

CPU: Intel Xeon E5-2580v3(2.50Ghz 12Cores) * 2EA

Memory:  DDR4 16G ECC * 8EA (128Gb)
HDD: MLC SSD 2TB * 2EA * 4(TB)

Network SPEC.
SFP+ 10GbE
- £ 12 Port
- 4x Input
- 4x Qutput
- 4x Interconnect
UTP 1G Port
- 2x Management Port

Network Capacity
Switching > 10Gbps
IDS » 8Gbps

Copyright (©) 2016 ATTO Research CO.,LTD., All rights reserved
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SONA : SON 71 Cloud R
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SONA Architecture

Cloud Solution

« SDN Controller 7|Ht Overlay 7+ HESQI3 A|AH

« OpenStack I} AE
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Cloud Solution
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OnLab 1}2| co-development

Cloud Solution
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ONOS for Newcomers

* Download packages and tutorial VMs

Documentation Library

Use Cases

CORD: Central Office Reimagined as a
Datacenter (vCPE, vOLT, NFaaS)
CORD: Leaf-Spine Fabric with Segment
Routing

CORD: Leveraging Container Based
Deployment and Microservices

DC Network Virtualization

* Deployment in elastic environments
E-CORD: Enterprise CORD

Converged Packet Optical
IP RAN

* M-CORD: Mobile Cord

Multicast Use Case

NFV (NFaa$)

Packet Optical
* Peering Router - ONF's Project Atrium
SDN-IP

Events

Mailing Lists

Releases

System Tests

Security advisories

Community Acknowledgements
Feature Proposals

Meetings

* Whitepapers

Docs for all ONOS releases

rights reserved

ONOS / Wiki Home / Use Cases
DC Network Virtualization

@ Created by Hyunsun Moon, last modified by Sangho Lee on Mar 23, 2016
Overview

OpenStack Neutron Plugin for ONOS

Project name: SONA(Simplified Overlay Networking Architecture)

SONA is the multi-t it network vir service for Cloud-based data center. Basically, it implements OpenStack Neutron's ML2 mechanism
driver and L3 service plugin for ONOS, that is, it can be used to create virtual private networks and routing them through OpenStack Neutron. It leverages
VXLAN based overlay networks to provision a virtual network but in an optimized way. It also provides gateway scalability, which acts as a connection point
between virtual networks and outside of the world. Gateway device can be OVS or dedicated hardware.

Features

« Optimized logical switching
« Multicast free VXLAN implementation
« Logical switching for East-West traffics : No need to go through gateway device for East-West traffics
» Broadcast free : use builtin ONOS applications for DHCP and ARP
« Agentless : no Neutron agents or network nodes are required
« Scalable gateway

OVS Acceleration

Project Members

Name Organization Role Email
Daniel Park SK Telecom Project Lead dan.park@sk.com
Sangho Shin SK Telecom Technical Lead  sangho.shin@sk.com

Kyuhwi Choi ATTO Research ~ Technical Lead  kyuhwi.choi@atto-research.com

HeeseongLee = ATTO Research = Technical Team heeseong.lee@atto-research.com

ATTO Research ~ Technical Team

Sangho Lee

sangho.lee@atto-research.com
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Hermes : C}& 12X0f T410| 20f2kg —
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