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What does “Autonomic” mean?

• Automatic vs Autonomic vs Autonomous

• Automatic: A process that occurs without human intervention, with step-by-step 
execution of rules. However, it relies on humans defining the sequence of rules, so is not 
Autonomic in the full sense. For example, a start-up script is automatic but not 
autonomic.  An automatic function may need manual adjustments if the   environment 
changes.

• Autonomic: Self-managing (self-configuring, self-protecting, self- healing, self-optimizing) 
however, allowing high-level guidance by a   central entity, through Intent.

• Autonomous: Self-governing. Intelligent, sentient, self-aware, thinking, feeling, 
Governing independently. No intervention (human or intent) at all. 

• Intent: An abstract, high-level policy used to operate the network. Its scope is an 
autonomic domain, such as an enterprise network. It does not contain configuration or 
information for a specific node. It may contain information pertaining to a node with a 
specific role (for example, an edge switch) or a node running a specific function. Intent is 
typically defined and provided by a central entity. 
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How can we judge that “Autonomic 
Networking” era is close?

• Market Demands

• Technology Maturity

• Standardization Readiness

• Use Cases

• Challenges
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Market Demands – Telcos

5Source: Hwawei, IETF103 Host Speaker Series



Market Demands – OTTs
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Market Demands – Gaps between Telcos vs OTTs

7Source: Hwawei, IETF103 Host Speaker Series
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Technology Maturity

• AN R&D history re-cap.

• Enabling Technology

– SDN

– NFV

– Machine learning

– Orchestration

– Network slicing
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Quick Recap on Academic Research on AN
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IBM: Blueprint for Autonomic Computing - 2005
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IBM MAPE Approach



ANA: EU FP7 Project – 2006 ~ 2009
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ANA: EU FP7 Project – 2006 ~ 2009
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AutoI: EU FP7 Project – 2008 ~ 2010
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AutoI: EU FP7 Project – 2008 ~ 2010
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AutoI: EU FP7 Project – 2008 ~ 2010
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• The Orchestration Plane governs the behavior of the system in response 
to changing context and in accordance with applicable business goals and 
policies. It supervises and integrates all other planes’ behavior.

• The Knowledge Plane (KP) consists of models and ontologies to provide 
increased analysis and inference capabilities. This offers a subset of the 
functionality provided by FOCALE.

• The Management Plane (MP) consists of a set of AMS (Autonomic 
Management Systems). Each AMS  consists of a MP and a KP, as well as 
interfaces to a dedicated set of models and ontologies and interfaces to 
one or more Distributed Orchestration Components (DOC). AMSs are 
federated using the DOC.

• The Virtualization Plane consists of software mechanisms to treat physical 
resources as a programmable pool of virtual resources that can be 
organized by the OP into appropriate sets of virtual resources to form 
components, devices, and networks



AutoI: EU FP7 Project – 2008 ~ 2010
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4WARD: EU FP7 Project – 2008 ~ 2010
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Horizontal strata provide resources and 
capabilities for communication and 

information management across networks

Vertical strata listen 
to and control 
other strata

Stratum Service Point provides access 
to capabilities and functions of a 
Stratum; contains 1 or more 
interfaces

Stratum Gateway 
Point provides access 
to other strata of the 

same type

Netlet are components that 
contain a set of functional 
blocks that realize a set of 

protocols for a specific 
network architecture

Used to construct new 
architectures and Netlets



Limitations of IBM MAPE Approach

Autonomic Element Autonomic Element Autonomic Element

Self-Awareness limited to 
what can be instrumented

Static knowledge base: (1) no 
guarantee that  it can interpret 

new data; (2) makes it impossible 
to dynamically adapt to changes

Sensors and effectors use 
pre-defined data formats

Too much data received 
hurts entire system

Commands limited by pre-
defined knowledge, plan, 
and execute algorithms

System cannot dynamically 
reconfigure itself to support 

new goals

Complex non-distributed 
architecture

No support for context-
awareness, emergent 

functionality, self-organization



Simple Analysis of the Past Projects

• Knowledge plane & Intelligence

• Network Virtualization

• Flexibility & Programmability

• Mostly Architecturing Work with constrained PoC

• AI & Machine learning Technology

• NFV & SDN based Network Softwarization

• P4 like Programmable Networking
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UNIVERSELF: EU FP7 Project – 2010 ~ 2013
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• The Unified Management Framework (UMF), which was developed in the UniverSelf project, is an 
innovative management framework that aims to solve actual network problems and address the 
growing management complexity of the highly decentralized and dynamic environment of 
resources and systems in Future Internet. 

• The novel characteristics are achieved through the smooth and trustworthy embodiment and 
empowerment of autonomic principles and techniques in both services and networks.

• Unified Management Framework (UMF) is a framework that will help produce the unification, 
governance, and “plug and play” of autonomic networking solutions within existing and future 
management ecosystems. The objective of the UMF is to facilitate the seamless and trustworthy 
interworking of autonomic functions (e.g. Network Empowerment Mechanisms - NEMs). As such, 
UMF aims also the migration from an ecosystem of separate autonomic functions (AFs) towards a 
coordinated arrangement of AFs. 

• UMF as a management framework is based on three main functional blocks namely, Governance, 
Coordination and Knowledge and the interworking with the autonomic management applications 
– the Network Empowering Mechanisms (NEMs). 



UNIVERSELF: EU FP7 Project – 2010 ~ 2013
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HIMANG: ETRI Project – 2010 ~ 2012
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HIMANG: ETRI Project – 2010 ~ 2012
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현재 인터넷의 구조적 한계를 극복하기 위해 안정성, 신뢰성, 확장성, 

품질 보장을 위한 미래 인터넷 자율 관리 구조 도출, 관련 원천기술 및

연구 시제품 개발

 원천연구: HiMang 인지기반 자율 관리 구조/알고리즘 설계 및 적합성 검증

 Data, Control, Management Plane 기능을 분리 확장성, 신뢰성, 보안성을

고려한 미래인터넷 최적 관리 분산 구조 설계 및 적합성 검증

 자율관리 실현을 위한 인지 기반 Self-management 관리 구조 및 알고리즘

설계

 상세 트래픽 모니터링을 통한 정확한 트래픽 품질 제어, 장애 탐지 및 관리 구조

설계

 연구시제품 개발: HiMang 구조 기반 연구시제품 개발

 HiMangSmart: 스마트네트워크 구성, 성능 및 장애 관리 시스템

 HiMangCloud: 미래형 클라우드 망/서비스 구성, 성능 및 장애 관리 시스템

 HiMangTestbed: 미래인터넷 테스트 베드 구성, 성능 및 장애관리 시스템

HiMang: Highly Manageable Network and Service Architecture for New Generation



SELFNET: EU Horizon2020 Project – 2015 ~ 2018
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• SELFNET is a project focusing on 5G network management, with the main objective of 
developing an efficient self-organizing network management framework for 5G 
through the combination of a virtualized and software defined network infrastructure 
with artificial intelligence technologies, pursuing an automated network monitoring, an 
autonomic network maintenance, an automated deployment of network management 
tools and an automated network service provisioning.

• SELFNET is driven by use cases designed to address major network management 
problems including 
• Self-protection capabilities against distributed cyber-attacks, 
• Self-healing capabilities against network failures, and 
• Self-optimization to dynamically improve the performance of the network and 

the Quality of Experience (QoE) of the users.



SELFNET: EU Horizon2020 Project – 2015 ~ 2018
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How can we judge that “Autonomic 
Networking” era is close?

• Market Demands

• Technology Maturity

• Standardization Readiness

• Use Cases

• Challenges
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Standardization/Open Source Activities: Why Now?

• Many aspects of small networks have been self-configuring for 
years, including unmanaged home and small office networks. 

• And numerous existing protocols have a flavour of autonomic 
properties (e.g., the spanning-tree algorithm needs no manual 
configuration in order to operate, and some routing protocols 
require very little configuration).

• Recently, prototypes and initial products of explicitly 
autonomic protocols have emerged from some of the major 
networking equipment vendors. 

• However, it is clearly necessary to have some basic standards 
in place if AN is to become relevant to large multivendor 
networks.

28



Standardization/Open Source Maturity

• GANA

• IETF

• ITU-T

• FG ML-5G

• 3GPP

• ZSM

• ONAP
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Standardization/Open Source Maturity: GANA

ETSI  NTECH  AFI  Working Group focuses mainly on:
1) Autonomic Networking which includes Self-Manageability and properties within Network 

Nodes/Functions and “in-network” Self-Management
2) Autonomic Management and Control of Networks and Services by Autonomics introduced in the 

outer (logically centralized) Management and Control Planes of Network Architectures. 

• The ETSI NTECH AFI WG “GANA” (Generic Architecture Networking Architecture) Reference Model 
combines perspectives on these two aspects, so as to capture the holistic picture  with the goal of 
prescribing Autonomic Networking, Self-adaptive networking,  Cognitive Networking and Self-
Management Design and Operational principles that enable to achieve OPEX reduction and other 
benefits “Autonomics” brings to Telecom Service Provider Networks and Enterprise Networks

• ETSI NTECH AFI WG performs GANA instantiations  onto Evolving and Future Network Architectures 
and their Management & Control Architectures, e.g. GANA instantiations onto BBF and 3GPP 
Architectures

• Autonomics algorithms in the scope of NTECH AFI WG work are meant to be implemented by the so-
called GANA Decision-making-Elements (DEs), and such algorithms include Cognitive algorithms for 
Artificial Intelligence (AI)—such as Machine Learning (ML) and Deep Learning (DL), etc. 

• Moreover, NTECH AFI WG  via PoCs is addressing OPEX challenges faced by Network and Service 
Providers by measuring the benefit of Autonomics/Self-Management for Networks and Services
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Standardization/Open Source Maturity: GANA
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Standardization/Open Source Maturity: IETF

32



Standardization/Open Source Maturity: IETF
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Standardization/Open Source Maturity: IETF
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• Self-Management
• Self-configuration, Self-healing, Self-optimizing, Self-protection

• Coexistence with Traditional Management
• node-specific network management > autonomic Intent > autonomic default 

behavior
• Secure by Default

• Asserts membership using a domain identity
• a certificate issued by a domain certification authority
• domain identity is used for nodes 

• to learn about their neighboring nodes, 
• to determine the boundaries of the domain, and 
• to cryptographically secure interactions within the domain

• Nodes from different domains can also mutually verify their identity and secure 
interactions as long as they have a mutually respected trust anchor

ANIMA Design Goals



Standardization/Open Source Maturity: IETF
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Standardization/Open Source Maturity: IETF
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Standardization/Open Source Maturity: ITU-T
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This Recommendation specifies high-level and functional requirements and architecture of Autonomic 
Management and Control (AMC) for IMT-2020 networks.  It also specifies interworking reference points 
between AMC and IMT-2020 management and orchestration architecture, and legacy NMS/OSS. In 
Appendix I, it describes a use case to realize the AMC architecture through ETSI GANA reference model.

High-level AMC Architecture for IMT-2020 Network 

Slice Lifecycle Management

High-level AMC Architecture for IMT-2020 Network 

Slice Instance Management

Y.3324 (formerly Y.amc): Requirements and Architectural Framework for Auto Manageable Networks and Services



Standardization/Open Source Maturity: FG-ML5G
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Standardization/Open Source Maturity: FG-ML5G
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Standardization/Open Source Maturity: FG-ML5G
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Standardization/Open Source Maturity: 3GPP
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SA WG 5 Summary



Standardization/Open Source Maturity: ZSM
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Standardization/Open Source Maturity: ZSM
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ZSM Framework Reference Architecture



ONAP Beijing Release Architecture

Open Network Automation Platform

Open source networking projects are transforming how service providers and enterprises develop, 
deploy, and scale their networks and next-generation services. The Open Network Automation 
Platform (ONAP) project orchestrates and manages physical and virtual network services to bring 
agility, higher customer satisfaction and lower costs.

Standardization/Open Source Maturity: ONAP



ONAP CLAMP
Closed Loop Automation Management Project



How can we judge that “Autonomic 
Networking” era is close?

• Market Demands

• Technology Maturity

• Standardization Readiness

• Use Cases

• Challenges
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Huawei Use Case: Routing loop detection, 
Localization, Root cause analysis and predition

KNOM Workshop 2018 47Source: Hwawei, IETF103 Host Speaker Series
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ETRI Use Case: AN for Neuclear Reactor 
Emergency Failure
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AN Challeges

Source: Hwawei, IETF103 Host Speaker Series



AN Challeges
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AN Challenges
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Vision and Goal of Autonomic Networking

54Source: Hwawei, IETF103 Host Speaker Series
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