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Era of convergence

 Individual discipline of engineering is getting old
— Mechanical engineering more than 200 years
— Electrical engineering more than 100 years
— Computer science & engineering more than 50 years

« Era of convergence is coming or has already come
— Individual discipline is mature
— Opportunities in the crossroads



Cyber-physical systems (CPS)?
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Cyber-physical systems (CPS)?

« Tight coordination between computational and physical
elements [NSF Program 10-515, 30M USD each year]

@
1’ ‘fy 7' Ha=suE=ElisE
L Daegu Gyeongbuk
Institute of Science & Technology



Cyber-physical systems (CPS)?

« Tight coordination between computational and physical
elements [NSF Program 10-515, 30M USD each year]
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Cyber-physical systems (CPS)?

« Tight coordination between computational and physical
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Cyber-physical systems (CPS)?

« Tight coordination between computational and physical
elements [NSF Program 10-515, 30M USD each year]

* Network of interacting elements instead of standalone
devices

« Difference from embedded systems?
— Embedded system: focus on computational part
— CPS: focus on link between computational and physical parts

« Various applications; aerospace, automotive,
healthcare, chemical processes, civil infrastructure,
energy, manufacturing, transportation, entertainment
— Virtually, every complex man-made system can be CPS
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IIIustratlon of CPS
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Expanding interest in CPS

RTSS CPS Track
(conference track)

ICDCS CPS Workshop
(new workshop)

2006 2007 ‘

T

PCAST Report
(top priority on CPS)

NSF CPS Workshop
(planning workshop)

CPS Virtual Organization

(community web portal)

CPS Conference
(new conference)

ACM/IEEE co - sponsored

T

CPS Week

(multi conference) (research funding on CPS)

NSF CPS Program

Explosion of CPS sessions in
conferences/workshops

ACM Embedded Systems Letters
(new journal)
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Where CPS differs from
traditional embedded systems

*Traditional embedded systems

Software on small computers. Technical problem is one of
optimization with limited resources

*CPS

Computing and networking integrated with physical
processes. Technical problem is managing dynamics, time,
and concurrency in networked computational and physical
systems
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Still, CPS is not clear ®

* Right, no clear definition exists
— Everyone says his/her area is CPS ©

 However, CPS is more than just another acronym

— Meaningful studies are coming
— |IEEE/ACM Conference on CPS in CPS Week (and many more)
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Major challenges

* Models for physical and for computation diverge
— Physical: time continuum, ODEs, dynamics
— Cyber (or computational): discrete logic

 There is a huge cultural gap
— Electrical Engineering vs. Computer Science
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CPS as next theme after Internet

converge computers
with the physical world

converge computers
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loT vs. CPS

e |oT

— Connect, and sense & control in primitive manner
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loT vs. CPS

« CPS

— Connect devices and physical systems
— Sense and Control physical world in real time

i
ls_ u _'

e CPS =real-time loT

— Real-time is NOT just fast, BUT deadline-aware
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Major Components of CPS

* Three major components in CPS

— Physical systems: Real-world systems in continuous time
— Cyber systems: Computing systems in discrete logic

— Networks: communication medium
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Convergence research

Computer Science



Convergence research

Computer Science

Domain
knowledge

Control theory Networking
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Control theory

 Interdisciplinary branch of engineering and mathematics

— Deals with behavior of dynamical systems with inputs, and how
their behavior is modified by feedback

Measured System .
Reference 4 error input ystem output
»| Controller p————ap System >

Measured output

Sensor




Control theory

 Interdisciplinary branch of engineering and mathematics

— Deals with behavior of dynamical systems with inputs, and how
their behavior is modified by feedback

Measured System
Reference -+ Brror input System output

P Controller j———p System >

Measured output

Sensor

» (Goes back to steam engine
— Centrifugal governor (R




Control example

* Cruise control
— Open loop vs. closed loop

Actuate .
Throttle

A

Compute
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Control example

 Cruise control

Actuate Sense
— Open loop vs. closed loop | Thottle Speed
Compute |[=
The only comfortable
« Shower temperature control Slightly less cold __temperature in existence

Freezing cold 4/ Impossibly hot
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Block diagram of CPS

>  Physical System Vi

Communication
Network

Communication
Network

Computer
(Controller)

* Nothing new, just networked control system (NCS)
« Agree. But, no unifying theory yet
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Block diagram of CPS
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Physical System

Communication
Network

Communication
Network

Computer
(Controller)

* Nothing new, just networked control system (NCS)
« Agree. But, no unifying theory yet
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Typical feedback control system

»  Physical System Yk

Computer
(Controller)




Networked control system (NCS)

>  Physical System Yk

Communication
Network

Communication
Network

Computer
(Controller)
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Traditional vs. CPS

* Networked control system
— Control over networks with delay and packet loss
— Focus on control or stability of physical systems
— Control and networking, no (or little) about cyber

_ _.| ZOH | Continuous h L
| Actuator Time Plant Sensor |
L |
| |
| I
| I
| Control : - Control
— — | Network |« —| DiscreteTime | . _| Notwork [« — — |

T Controller 1T
ca SC
— > Continuous Signal
— — —» Digital Signal

@
1’ "f" T Ha=suE=ElisE
L Daegu Gyeongbuk
Institute of Science & Technology



Traditional vs. CPS

« Control and real-time scheduling co-design
— Control under real-time scheduling constraints
— Control and cyber, no (or little) about networking
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Traditional vs. CPS

« Control and real-time scheduling co-design
— Control under real-time scheduling constraints
— Control and cyber, no (or little) about networking

(@ @ @
Sensor; H Plant, +—¢Acmator1 ‘ Sensor, *—+ Plant, O—+Actuator2
& B
A

=/
A

\ \
Network
3 4
A\ 1 y Y
\J
~

g
Control

Unacceptable
Performance

Performance
—

] Acceptable
Node, 4 B Node, Node; l Performance
Controller; Conrolleer
- % %‘ct)i:\‘t ol
“ Best
maximize U (p) P e Pe
Larger «—— ——————» Smaller

Sampling Period

subject to e2e RspTime;(p) < pi,i =1,---, N

* No unifying theory for physical, cyber, and networking



Focus on fundamentals,
not applications!

« Virtually, every man-made systems are CPS

* So what? We are already studying them in each
existing research domain

* No fundamental theory on interaction between
cyber and physical

— Understand physical, apply it to cyber and vice versa
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Cyber-physical security

WEEK NETWORK: Information Security News | Infosec Island | Suits and Spooks INFO—-CON

cixi
mEiAle| A7 H bl- A,
INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS Subscribe (Free) | Security White Pape
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= Cyberphysical Security: The Next Frontier
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By Nate Kube on March 23, 2015
weet [ JRD (> CEm ) wes Ene q

A debate recently arose within our technical teams, which | feel reflects an industry topic
that merits discussion. The term “cybersecurity™ has taken on prominence, particularly with i

WH= A UrR A = = M CIHOE 2R N 22
the general public, and also with commercial customers. It appears in news headlines, books oS, SFOILL 2TL S T2 MES BN 33 #F 7
and more recently, as a corporate initiative rallying cry. Yet for our security specialists, who J1=0| o 3l Hipjgl o= ASlAU = AlO|H =2 23 = 9ho}
spend their days deep within industrial systems, the standalone term “cyber” has distinct
connotations. . st -
[2RX S0F2] ol 2EE HEEr RS20 ol B0 SR AR 20| S

In this colurr.ln, I,.d lilt:e to introduce the various perspectives on cg,rberlsecurity as a mlom'ker, gRR A O DAY CHEF AFOIH 2230 Chal SIS AS BHE 9 24 = oIch J2d|
share some lllumlpatlng data, and prescant'a vernacular to move -our field forward. First, a SHS 5120°0] OFLICH “SI210H 2 RE H 20D A& % WD KIS SL|CH 25 AAta
technical set of viewpoints on the layman’s use of cybersecurity:

N . . . . S AME #30 AN THOILH LFAE FANY 4= 20l HELICL” BIY 3
Cybersecurity is positioned as a subset of information security (InfoSec): “Cybersecurity is =1 |3)10] 4 (Langner Communications)e] =&l 2= 21 714 (Ralph Langnen)t =&Hst

the process of applying security measures to ensure confidentiality, integrity, and !___‘_F_ = O} O AS AL ST l_’ FEEN
availability of data.” This hierarchy and definition, argues one of our R&D specialists, limits CheZEs R 2 e 29L0 82010 & 8iCh
the role of protection to that of information (data) only.
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Traditional cyber attack

« Cyber-only attack: DDoS

— Do not care much about how cyber affects physical
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Cyber-physical attack? Stuxnet

« Cyber-physical attack: Stuxnet

— Exploits how cyber affects physical

— Monitors frequency of attached motors, and attacks systems
that spin between 807 Hz and 1,210 Hz

— Periodically modifies frequency to 1,410 Hz and to 2 Hz and
to 1,064 Hz, affects operation of connected motors
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How Stuxnet works?

« Abruptly change motor frequency while fooling sensors
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How Stuxnet works?

« Abruptly change motor frequency while fooling sensors

A

ilk = Auk

»  Physical System Yk

Communication
Network

Communication
Network

Computer
(Controller)
Uy Vi = Ay




How Stuxnet fool the sensors?
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How Stuxnet fool the sensors?
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How Stuxnet fool the sensors?
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How Stuxnet fool the sensors?

Replay attack!




How Stuxnet works?

« Abruptly change motor frequency while fooling sensors

Ph swal Ph sical
1 2

Fake | Fake
Sensor1 ) Sensor2
. A 4
Network

I A I A
Node, [ Controller, ] Node, [ Controller, ] Node,




CPS under attack

ﬁk = uk + Auk

A, >  Physical System Vi

Communication
Network

Communication
Network

Computer
(Controller)
Uy Yk = Vi + Ayg




Cyber-physical attack space

System Knowledge

Zero dynamics '

® Covert

Bias injection @

Eavesdropping
@ ——

DoS Disclosure resources

pu
/ Replay

/

Disruption resources
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CPS adversary model

Disruption
Resources

Auk <

System Knowledge

Disclosure
Resources

\ a; = g(;(, Ik)<

Ay <—/

<« U

<« Yk

Attack Policy

Credit: Texeira et al, IEEE CSM Jan. 2015



Confidentiality

Integrity

Availability

DG/ ST s

CIA in CPS

Yik=[213] #-.........

Physical
Plant

Feedback
Controller

Y = [213] o Cp1a
L (CommunicationX [213]
Network

(@)

Physical
Plant

Feedback
Controller

Yk =[213]

Physical
Plant

Feedback
Controller

»SCcommunicatio X
Network




Zero-dynamics attack
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Zero dynamics attack

Uk » P Sk Ty 1 = Azy + Bag
Ur = Cxy
by 1 i ax= gv”
Network)<«—-—— ¢(IC., 0) | Network
!_________! VI—A —B To L 0
C 0 gl |0
Uk F |« Yk
Pl D |«

Credit: Texeira et al, IEEE CSM Jan. 2015



Bias injection attack
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Models

D Tri1 = Az + Bug + Gur + F fi
| Yy = Cxp + vk

. 211 = Aczr + Beyk
. U = Cczk _|_ chk

. Trpie = AZp_11k—1 + Bur—1 + K(Ux — Jk|k—1)
| re = V(U — Ukx)

Credit: Texeira et al, IEEE CSM Jan. 2015



Quadruple-tank: Zero dynamics attack
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Quadruple-tank: bias attack
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Quadruple-tank process

Actuator

% L
.é |

» 1
Attacker \\\\\\\\5‘ s

Sensor

Centralized controller

Credit: Texeira et al, IEEE CSM Jan. 2015



Quadruple-tank model
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Credit: Texeira et al, IEEE CSM Jan. 2015



Quadruple-tank: Replay attack
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Credit: Texeira et al, IEEE CSM Jan. 2015
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Models

D Tri1 = Az + Bug + Gur + F fi
| Yy = Cxp + vk

Physical system model

. 21 = Aczi + Bk
. U = Cczk _|_ chk
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Models

D Tri1 = Az + Bug + Gur + F fi
| Yy = Cxp + vk

U = Cczk _|_ chk

. { 211 = Aczr + Bk

Feedback controller model
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Uk

Replay attack

F |= Yk F |«
» D [« » D |«
Phase | of replay attack Phase Il of replay attack
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Anomaly detector for CPS attack

ﬁk = uk + Auk

A, >  Physical System Yk

Communication
Network

Communication
Network

Computer
(Controller)

> Anomaly Detector [«

Yk = Yk + Ayx

WH>6szm

@
j’ ‘f"T Ha=suE=ElisE
L Daegu Gyeongbuk
Institute of Science & Technology



Anomaly detector

. ik = AZp—1\k—1 + Bur—1 + K(x — Uk|k—1)
| re =V (Uk — Uk|x)

1. under nominal behavior of the system (i.e., fr = O,
ur = Uk, Yx = Uk ), the expected value of the residue

converges asymptotically to a neighborhood of zero,
i.e., limy_ o [|[E{rr}| < 6., with 6, € RT;

2. the residue is sensitive to the anomalies (fr Z 0).
An alarm is triggered if the residue meets
7%l = 0r + dar,

where 6, € RT is chosen so that the false alarm rate does
not exceed a given a € [0, 1].



What if covert attack?

System Knowledge

Zero dynamics .

®| Covert

Bias injection @

Eavesdropping
— >

DoS Disclosure resources

Py
/ Replay

/

Disruption resources

Ln,fj‘]' EH?%:DP’JI%ﬂ




Covert attack

C Kk

D

Rlant Model

—>

¥

Covert Contro

n
Co
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Agent
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|
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|

/

Nominal Controller



Covert attack analysis

Ym = SPu Creflfref + SPEUZU + Sn;
Ym = SP, Crefyref +SPyw+Sn + S (Pu — Hu)ﬂ-

W covert — S (Pu — Hu) (I — G)}/Hu) - G)ref}/ref-

With perfect knowledge of physical system
P, —II, = 0 - covert action is undetectable!
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DG/

overt attack: Example

Reservoir Sluice Gate 1

—L Canal 1

Sluice Gate 2

CEmEN2 Spillway
A

=0

Length =2km ~ >
Length = 4 km
1 1
hy h, Reference hy h, Measured
0.95°F A T 0.95¢
09 h, Referenc 09|
hy
:E: 0.85 g 0.85}
£ 038 = 08¢
2 =)
[0) (9]
T 0.75 T 0.75;
Ok Disturbance Duration ) Disturbance Duration
0.65 0.65 ¢
0.6 ! : ‘ 0.6 : : :
0 500 1000 1500 0 500 1000 1500

Time (min)

FIGURE 4 A nominal canal control system response. A reference
step change of 0.1 min hy is applied at 200 min. The h: reference
is held constant throughout. From 600 min to 1000 min, an unmea-
sured flow disturbance (equivalent to raising the sluice gate uy by

Uras1=DIss
Daegu Gyeongbuk
Institute of Science & Technology

Time (min)

FIGURE 5 A misappropriated canal control system response. The
reference and disturbances signals are identical to those in
Figure 4. At 50 min, the covert agent’s offset reference & applies
a ramp signal of 400 min duration setting the covert h; offset to
—-0.1m.



Attack-resilient CPS

* Resilience
— Maintain normal operation in presence of attacks or faults
— Maintain core function if normal operation is not possible
— Fail gracefully when inevitable

Schoolboy hacks into city's tram system

Stuxnet: Malware more complex, targeted
and dangerous than ever

By Jack Maddox, CNN
September 27, 2010 - Updated 2256 GMT (0656 HKT) | Filed under: Innovation

The boy, described as a 'genius'and some of the equipment he used
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Hierarchical control systems

Supervision L
@ @ ? Supervision Layer

Computer Network

Control
Module

Actuators Sensors

Physical System

Control
Module

Actuators Sensors

Physical System

Control
Module

Actuators Sensors

Physical System

Network Layer

Physical Layer

|

— wired
---» wireless




Resilient architecture

Supervision

Module

el s

Software Defined Network Capabilities

A A
] 1

K HP Module \ /

Hypervisor

- =

~

HP Module

Hypervisor Hypervisor

HA Module HA Module

HA Module

Actuators ~ Sensors

Actuators  Sensors

Actuators ~ Sensors

Physical System J Physical System J

Physical System

DG/ ST £z

stitute of Science & Technology

Supervision Layer

ﬂ Network Layer

Physical Layer

— wired
---» wireless




Communication based train control
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CBTC testbed

OATP/
OATO

Train
Simulator

Controller
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Demonstration scenarios

Attack target Consequence if attack is successful Resilient algorithm
Scenarios

Train 1 stops by Emergency Braking system Resilient state estimation
Scenario 1 Encoders of a train * Metro schedule disrupted causing passenger inconvenience » Sensor attack detection
c icati ‘ + Train 1 collides with Train 2 * Hot-patching
Scenario 2 ommun|ca|||on rcrju:ssagled.otr * Metro schedule disrupted causing passenger inconvenience * Rerouting network traffic using SDN
maximum aflowed travel diStance ., passengers may be injured capability
» Train 1 stops by Emergency Braking system * Live migration
Scenario 3 OATO HW/SW * Metro schedule disrupted causing passenger inconvenience » Graceful degradation of HA
« Train 1 stops by Emergency Braking system * Rerouting network traffic using SDN
Scenario 4 Network link * Metro schedule disrupted causing passenger inconvenience capability

@
7’ ) "‘5‘7‘ Ha=suE=ElisE
L ’ Daegu Gyeongbuk
Institute of Science & Technology



Resilience against encoder attack
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Resilience against spoofing attack
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Conclusions

CPS is an enabler for 4th industrial revolution

CPS is playground for convergence

Cyber-physical security opens a new dimension

Resilience is critical for CPS
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Thank you for your attention!
Questions?
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Backup slides
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Celebrated PID control

* Proportional, integral, derivative

» P K e(1)

LS
—Sclpointi@ Error+ | K,J'e( T)dr Output —»
A 1]

@
LG/ ST (s
L eeeeeeeeeeeeee
Institute of Science & Technology



Celebrated PID control

* Proportional, integral, derivative

» P K (1)
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Constraints caused by NCS

Time delay

Packet loss

Time-varying transmission/sampling interval
Competition of multiple nodes accessing network

Data quantization



Structural health monitoring
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Physical & cyber vs. cyber-physical

* Physical in traditional civil engineering + centralized
cyber approach
— Large amount of data transmission to base station

« Cyber-physical approach

— Local data processing in each sensor

« Performance

— CPS approach reduces latency and energy consumption
by more than 60%



Traditional cyber attack

« Cyber-only attack: DDoS

— Do not care much about how cyber affects physical
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