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Era of convergence

• Individual discipline of engineering is getting old
– Mechanical engineering more than 200 years
– Electrical engineering more than 100 years
– Computer science & engineering more than 50 years

• Era of convergence is coming or has already come
– Individual discipline is mature
– Opportunities in the crossroads
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Cyber-physical systems (CPS)?

• Tight coordination between computational and physical 
elements [NSF Program 10-515, 30M USD each year]

• Network of interacting elements instead of standalone 
devices

• Difference from embedded systems?
– Embedded system: focus on computational part
– CPS: focus on link between computational and physical parts

• Various applications; aerospace, automotive, 
healthcare, chemical processes, civil infrastructure, 
energy, manufacturing, transportation, entertainment
– Virtually, every complex man-made system can be CPS



Illustration of CPS

CPS applications

Self-
driving cars

Smart factory

Automated train

drones

Smart 
building



Expanding interest in CPS



Where CPS differs from
traditional embedded systems

•Traditional embedded systems
Software on small computers. Technical problem is one of 
optimization with limited resources

•CPS
Computing and networking integrated with physical 
processes. Technical problem is managing dynamics, time, 
and concurrency in networked computational and physical 
systems



Still, CPS is not clear 

• Right, no clear definition exists
– Everyone says his/her area is CPS 

• However, CPS is more than just another acronym
– Meaningful studies are coming
– IEEE/ACM Conference on CPS in CPS Week (and many more)



Major challenges

• Models for physical and for computation diverge
– Physical: time continuum, ODEs, dynamics
– Cyber (or computational): discrete logic

• There is a huge cultural gap
– Electrical Engineering vs. Computer Science



CPS as next theme after Internet

Courtesy of Q. Wang
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IoT vs. CPS

• CPS
– Connect devices and physical systems
– Sense and Control physical world in real time

• CPS ≈ real-time IoT
– Real-time is NOT just fast, BUT deadline-aware 



Major Components of CPS

• Three major components in CPS

– Physical systems: Real-world systems in continuous time

– Cyber systems: Computing systems in discrete logic

– Networks: communication medium
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Control theory

Computer Science

Networking

Domain 
knowledge



Control theory

• Interdisciplinary branch of engineering and mathematics
– Deals with behavior of dynamical systems with inputs, and how 

their behavior is modified by feedback



Control theory

• Interdisciplinary branch of engineering and mathematics
– Deals with behavior of dynamical systems with inputs, and how 

their behavior is modified by feedback

• Goes back to steam engine
– Centrifugal governor
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Control example

• Cruise control
– Open loop vs. closed loop

• Shower temperature control



Block diagram of CPS

• Nothing new, just networked control system (NCS) 
• Agree. But, no unifying theory yet
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Typical feedback control system
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Networked control system (NCS)
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Traditional vs. CPS
• Networked control system

– Control over networks with delay and packet loss
– Focus on control or stability of physical systems
– Control and networking, no (or little) about cyber
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Traditional vs. CPS
• Control and real-time scheduling co-design

– Control under real-time scheduling constraints
– Control and cyber, no (or little) about networking

• No unifying theory for physical, cyber, and networking



Focus on fundamentals, 
not applications!

• Virtually, every man-made systems are CPS

• So what? We are already studying them in each 
existing research domain

• No fundamental theory on interaction between 
cyber and physical
– Understand physical, apply it to cyber and vice versa



Cyber-physical security



Traditional cyber attack

• Cyber-only attack: DDoS
– Do not care much about how cyber affects physical



Cyber-physical attack? Stuxnet

• Cyber-physical attack: Stuxnet
– Exploits how cyber affects physical

– Monitors frequency of attached motors, and attacks systems 
that spin between 807 Hz and 1,210 Hz

– Periodically modifies frequency to 1,410 Hz and to 2 Hz and 
to 1,064 Hz, affects operation of connected motors 



How Stuxnet works?

• Abruptly change motor frequency while fooling sensors
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• Abruptly change motor frequency while fooling sensors
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How Stuxnet fool the sensors?

Replay attack!



How Stuxnet works?

• Abruptly change motor frequency while fooling sensors
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CPS under attack

Credit: Texeira et al, IEEE CSM Jan. 2015
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Cyber-physical attack space
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CPS adversary model

Credit: Texeira et al, IEEE CSM Jan. 2015
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CIA in CPS
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Availability



Zero-dynamics attack

Credit: Texeira et al, IEEE CSM Jan. 2015



Zero dynamics attack

Credit: Texeira et al, IEEE CSM Jan. 2015



Bias injection attack

Credit: Texeira et al, IEEE CSM Jan. 2015



Models

Credit: Texeira et al, IEEE CSM Jan. 2015



Quadruple-tank: Zero dynamics attack

Credit: Texeira et al, IEEE CSM Jan. 2015



Quadruple-tank: bias attack

Credit: Texeira et al, IEEE CSM Jan. 2015



Quadruple-tank process

Credit: Texeira et al, IEEE CSM Jan. 2015



Quadruple-tank model

Credit: Texeira et al, IEEE CSM Jan. 2015



Quadruple-tank: Replay attack

Credit: Texeira et al, IEEE CSM Jan. 2015



Models



Models

Physical system model



Models

Feedback controller  model



Replay attack

Phase I of replay attack Phase II of replay attack



Anomaly detector for CPS attack
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Anomaly detector



What if covert attack?
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Covert attack
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Covert attack analysis

With perfect knowledge of physical system
𝑷𝑷𝒖𝒖 − 𝚷𝚷𝐮𝐮 = 0  covert action is undetectable!



Covert attack: Example



Attack-resilient CPS

• Resilience
– Maintain normal operation in presence of attacks or faults
– Maintain core function if normal operation is not possible
– Fail gracefully when inevitable



Hierarchical control systems
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Resilient architecture 

Software Defined Network Capabilities
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Communication based train control



CBTC testbed
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Demonstration scenarios



Resilience against encoder attack
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Resilience against spoofing attack
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Conclusions

• CPS is an enabler for 4th industrial revolution

• CPS is playground for convergence

• Cyber-physical security opens a new dimension 

• Resilience is critical for CPS



Thank you for your attention!
Questions?



Backup slides



Celebrated PID control

• Proportional, integral, derivative 



Celebrated PID control

• Proportional, integral, derivative 

• Example: Shower temperature control



Constraints caused by NCS

• Time delay

• Packet loss

• Time-varying transmission/sampling interval

• Competition of multiple nodes accessing network

• Data quantization



Structural health monitoring



Physical & cyber vs. cyber-physical

• Physical in traditional civil engineering + centralized 
cyber approach
– Large amount of data transmission to base station

• Cyber-physical approach
– Local data processing in each sensor

• Performance
– CPS approach reduces latency and energy consumption 

by more than 60%  



Traditional cyber attack

• Cyber-only attack: DDoS
– Do not care much about how cyber affects physical
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